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ABSTRACT
Sensornetworks arebeingdeployed at massive scales,containing
a rangeof platforms.Programmingparadigmsfor sensornetworks
shouldmeetthe attendantchallengesof scaleand heterogeneity.
Researchershave consideredvirtual machinesas a meansto ad-
dressthesechallenges.However, in order to satisfy the resource
limitationsof sensornodes,they export only a minimal setof ser-
vices to the applicationprogrammer. This makesapplicationsof
evenmoderatecomplexity dif�cult to implement.WepresentVM F

— aframework for building resource-ef�cient virtualmachinesthat
scaleandexport comprehensive servicesuiteson a per-application
basis. We advocatethe useof �ne-grained softwaresynthesisto
build resource-ef�cient systemsoftware,andfacilitateboth appli-
cationchangesandsystemsoftwareupgradesatruntimethroughan
ef�cient incrementalupdatescheme.We have usedour framework
to build virtual machineson the Mica platform anddescribehow
virtual machinesareeffective in meetingthe dif�cult demandsof
heterogeneityandreprogrammability.

Categoriesand SubjectDescriptors
C.2.4 [Computer Communication Networks]: DistributedSys-
tems— Network operatingsystems;C.2.1[Computer Communi-
cation Networks]: Network ArchitectureandDesign— Wireless
communication
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1. INTRODUCTION
Wirelesssensornetworks(WSN) show considerablepromisein

bringing thevision of ubiquitouscomputing[26] to reality. There
is growing interestin their usefor a variety of applications,and
researchersareconstantlyaiming toward developing smallerand
betterhardwareplatforms. It is quite likely that as the �eld ma-
tures,we will seea wide varietyof highly ef�cient hardwarespe-
cialized to perform speci�c tasks. Even today, thereare several
platformsin popularusefor research[9]. While this yieldssignif-
icant bene�ts from an overall systemdesignviewpoint, it throws
considerableburdenon theprogrammerwho needsto beawareof
the idiosyncrasiesof eachplatform. Most of the variationacross
theseplatformsis in theimplementationof subsystems;e.g.,differ-
entprocessors,radio,andsensingmodules.Theactualoperational
patternsaremoreor lessuniform, andhaving to rewrite applica-
tionsfor multiple platformsis redundantandburdensome.

The correctchoiceof systemsoftware usedin applicationde-
velopmentis critical to managethecomplexity in this regime. We
usethe term systemsoftwareto describesoftwaresuchasoperat-
ing systems(OS),virtual machines(VM), andmiddleware,which
exportservicesfor applicationsto build upon.Themainchallenges
to deal with are: (i) heterogeneity of end systems,(ii) allowing
dynamicupdatesin deployedsoftware, and (iii) exporting a rich
programminginterfacewhile respectingthe resource constraints
of enddevices. Thereare inherenttradeoffs involved in meeting
thesechallenges.For example,platform-independenceis usually
achieved throughlayersof abstraction,which inevitably compro-
misesperformanceandresourceconstraints.ExistingOSsolutions
aremostlyspecial-purposesystemsoftwareoptimizedfor speci�c
sensorplatforms.Theseapproachesaredesignedfor performance,
but are unsatisfactory with regard to interoperabilityand repro-
grammability. Thus,existing OSandVM systemsoftwareaddress
only asubsetof thesechallenges.

In thispaper, wepresentVMF — asoftwareframework for syn-
thesizingruntimeenvironmentsfor WSNs,keepingthe key chal-
lengesin focus. The approachis VM-based: programmerswrite
applicationsoveracommonabstractinterface.Device-speci�cfea-
turesareaccessedthrougha lightweight native interface. Porting
theVM acrossvariousnodearchitecturesallows applicationsto be
deployeduniformly in heterogeneousenvironments.

Thereareseveral advantagesto usinga VM-basedapproachin
WSN applications.First, hardwareabstractionallows applications
to run transparentlyover the variedarchitecturesof WSN nodes,
soprogramsdo not needto berewritten for differentarchitectures.
Second,VMs canusewell-designedinstructionsetsfor speci�c ap-
plicationdomains.Thisallowsrapidprototypingof highlycompact
applicationbinarieswhich canbe distributedin the network with
low energy overheads.TheVM instructionsetbecomesthebasis



for codesharing,interoperability, andapplicationbinary distribu-
tion andmanagement.Third, usingplatform-independentcodefa-
cilitatesthe applicationof basicdistributedcomputingparadigms
suchasmobileagentsandin-network processing.

While theconceptof anabstractmachineis appealing,WSNap-
plicationanddomaincharacteristicsimposesigni�cant challenges
on the natureandscopeof theVM that canbe realized.The �rst
challengearisesfrom theextremeresourcevariability amongsen-
sorplatforms.At oneextreme,Mica,Telos,andEYESplatforms[9,
18] have fairly slow CPUswith memoryresourcesin theorderof
kilobytes. Higher endplatformssuchas the Stargatehave faster
CPUsandmorememory. Thus,a suitablemethodologyis needed
for implementingVMs on a wide variety of devices. The second
challengeinvolveslongtermmanagementof applicationsafterthey
have beendeployed. All softwareartifactschangeover their life-
time— to addcapabilities,�x bugs,etc.Sincesensingdevicesmay
beembeddedin physicalsettingsthatarehardto reach,theability
to dynamicallyupdatedeployed applicationsandsystemsoftware
is necessary. Thethird challengecomesfrom therequirementthat
WSN applicationsmust be energy ef�cient. VM-basedapplica-
tions tendto beslower, asthey usean interpreter-basedexecution
engine.For VMs to beviableasWSN systemsoftware,they need
to bemadesuf�ciently ef�cient in operation.

VMF is basedon thekey insight that theVM thatactuallyruns
on a speci�c device doesnot needto re�ect thefull VM speci�ca-
tion. It only needsto provide servicesthat areneededby the ap-
plication runningon thedevice. Further, differentservicescanbe
implementeddifferentlyon devicesbasedon resourceavailability.
VMF containsa generaldescriptionof a VM which is instantiated
andspecializedfor eachapplicationandeachdevice. It also im-
plementsa continuousupdatemodelin which WSN nodescanbe
updatedincrementallywhenchangesoccurin applicationsandthe
VM. By trackingprogramchangesat theVM abstractionlevel, the
costof distributingandapplyingapplicationupdatesissigni�cantly
reduced.Costsof correspondingupdatesin thesystemsoftwareare
alsolow dueto incrementalupdates.

The VMF framework runson the Mica family of nodes,with
ongoingwork on theTelos,XYZ, Stargateandhandhelddevices.
Our current implementationincludesa componentlanguagefor
representingsystemsoftware components[13], tools for analyz-
ing and compactingJava classes,a component-basedOS [19], a
component-basedimplementationof a subsetof the Java Virtual
Machine(JVM) [17], tools for synthesizingtheVM andunderly-
ing OS,andanincrementallinker [14] to facilitateenergy-ef�cient
updates. Application programmerscan write programsin Java,
andaccessI/O andsensingdevicesthroughnative interfaces.The
framework is not tightly coupledto eithertheJava languageor the
JVM, andtheconceptscanbeappliedto otherlanguagesandVMs.
Indeed,oneof our broaderresearchgoalsis to exploretheVM de-
signspacein WSN applications.Theframework providesuswith
thenecessarysoftwareinfrastructureandtoolsto doso.Ourresults
show thatwe canconstructa rangeof VMs with differentresource
requirementsandcapabilities.The runtimeperformancebehavior
of Java applications,while lower thannative implementations,is
acceptable.We have implementedvariousoptimizationsthat re-
ducetheruntimeoverheadsof theVM.

The paperis organizedas follows. Section2 surveys related
work, andhighlightsVMF 'sdifferentiatingcharacteristics.In Sec-
tion 3, wegiveaconceptualoverview of our framework andits key
components.Section4 providesimplementationdetails.Our eval-
uationis presentedin Section5, andSection6 containsconclusions
andfuturework.

2. RELATED WORK
Existing systemsoftware for WSNscan be classi�ed into two

main approaches:(i) OS-basedapproachessuchasTinyOS [10],
SOS[8], Mantis [1], and PEEROS [18], and (ii) VM-basedap-
proachessuchasMaté [15]. Dueto spaceconstraints,we focuson
TinyOS,Maté andSOS.

TinyOS [10] is a component-basedOSdevelopedat UC Berke-
ley. It is characterizedby an event-driven programmingmodel
well-suitedfor mostWSN applications.Applicationsarewritten
in nesC[7], andarede�ned by wiring togetheruser-de�ned and
library components.Wirings specifydependenciesand bind im-
plementationsto abstractcomponents.Concurrency is supported
throughsplit-phasenon-blockingexecution.Short-runningatomic
computationscanpostlong-runningtasksthatrun to completionif
notpreemptedby events.Theschedulerputstheprocessorto sleep
whentherearenopendingtasksin thetaskqueue.Thecomponent-
basedprogrammingmodel facilitatesreuseof software and OS
components,andthe generationof compactapplication-OScom-
positebinaries.Althoughreprogrammabilityis notamajorconsid-
erationin its design,theDelugecomponent[11] allows over-the-
air wholesystemreprogrammingafterdeploymentby distributing
new application-OScompositebinaries.

Mat é [15] is a stackorientedVM implementedusingTinyOS.
It is built over severalsystemcomponentsproviding accessto sen-
sors,transceivers,andexternalstorage.Maté instructionshidethe
asynchronousnatureof theTinyOSeventmodelto provide a sim-
pler synchronousprogramminginterface. It implementsa �x ed
thread-poolof contextsthatreacttohardwareeventsandcommands
from the application. Eachcontext hasits own operandstackfor
passingdatabetweenoperations.Contextscansharevariables,and
run concurrentlyat instructiongranularity. Eachinstructionis ex-
ecutedasa TinyOStask. The instructionsetis designedfor com-
pactness.For example,frequentlyusedopcodescontainembedded
operands.Userscanalsode�ne custominstructionsfor a domain-
speci�c instructionset. A key goalof Maté is reprogrammability.
VM applicationsareinjectedascodecapsulesinto deploymentsof
nodesprogrammedwith Maté. A viral codedistribution scheme
infectsnodesin the network with the applicationcapsules.More
recentwork onMaté generalizestheframework for building appli-
cationspeci�c VMs [16].

SOS [8] is an OS with a small kernel, and usesdynamically
loadablemodulesto facilitatesoftwareevolution. It featuresa�e xi-
blepriority-basedschedulingsystemthatqueuesmessagesbetween
modulesfor futureexecution.Applicationsarecomposedof asetof
modulesinteractingvia asynchronousmessages,or indirect func-
tion calls madethroughfunction handlesobtainedfrom function
controlblocks.SOSalsoprovidesa simpledynamicmemorysub-
system. In termsof reprogrammability, it offers a middle-ground
betweentheTinyOS-DelugecombinationandMaté. With Deluge,
entirebinariesaredistributedat high cost.While Maté's codedis-
tribution is energy-ef�cient dueto smallcodecapsules,thesystem
software itself cannotbe changedafter deployment. SOSallows
energy-ef�cient updatesby reprogrammingat modulegranularity.
Modulescanbeloadedandremovedon the�y , with any necessary
updatesmadeto thefunctioncontrolblocks.

VMF differsfrom theaboveapproachesin two mainways.First,
it containsa rich servicelayerwhich allows programmersto write
applicationseasily. Softwaresynthesisis usedto preciselytailor
and scalethe systemsoftware to the needsof eachapplication,
within theconstraintsof enddevices. Thecurrentimplementation
of Maté is moredomain-speci�c,althoughsimilar principlescan
be appliedto make it genuinelyapplication-speci�c.Second,the
updatemodelis �e xible andlow cost.Maté allows updatesof VM



applications,but the VM itself cannotbe changedeasilyafterde-
ployment. Our incrementallinking featureadds�e xibility to the
systemby allowing �ne-grainedupdatesto both the VM applica-
tion andthe systemsoftware. It is more�e xible thanthe scheme
usedin SOSwhich is basedon indirection.To avoid indirectfunc-
tion calls, we by usean enhancedlinker that patchescalls to up-
datedfunctionsdirectly.

3. THE VM F FRAMEW ORK
VMF is asoftwareframework for building andmaintainingrun-

time environmentsfor WSN applications.A key designgoal has
beento develop programminglanguagesand tools that allow us
to capturecomponentsandrelationshipsamongthecomponentsof
systemsoftwareat very �ne granularity. Finer granularityof sys-
temcomponentsyieldshighercontroloversystemconstructionand
updates.Thecomponentsandrelationshipsbetweenthemareuti-
lized to identify, instantiate,andupdatespeci�c components.At
its core,theframework featuresacomponentlanguageto represent
softwaresystems,a compositiontool for selectingandcomposing
speci�c components,and infrastructurefor updatingapplications
andsystemsoftware.

We begin this discussionby introducingtheprogrammingmod-
elsavailablein theframework. We thendescribehow theapplica-
tion, device,andcomponentspeci�cationsareusedto synthesizea
runtimeenvironment.Finally, we describethe incrementalupdate
mechanismwhichenablesdynamicadaptationof thestaticallycon-
�gured runtimeenvironment.

3.1 Programming modeland concurrency
In thissection,webrie�y describehow WSNapplicationscanbe

written usingtheVMF framework. Theprogrammingmodelswe
discussheredonotrequireany extensionsto theJavaprogramming
language. Programsimport natively implementedJava libraries
for accessinghardware functionssuchas sensingand communi-
cation. We seethesemodelsasenablersfor moredomain-speci�c
programmingmodels.

Thereis considerablevariation in the usecasesand degreeof
concurrency in WSN applications.Someapplicationsarespecial-
izedto performa dedicatedsensingtask.For example,a nodemay
periodicallysampleits sensorandmaintaina runningaverageover
time, transmittingaveragesat regularintervals.At thesystemsoft-
warelevel this requiresvarioushandlerroutinesfor eventssuchas
communicationand timer events. Thus,systemsoftwareservice
threads1 will be running, but from the applicationprogrammer's
view an imperative programmingstyle with synchronouscalls to
native servicesis suf�cient andnaturalto use. In thesynchronous
programmingmodel,muchof theconcurrency is hiddenfrom the
application,and is implementedthroughblocking calls. For ex-
ample,periodicsamplingof a sensorcanbeimplementedthrough
synchronoussenseandsleepcalls.

Morecomplex applicationsrequirecustomeventhandlingfor re-
actingto externalstimuli andradioevents.For example,in a data
aggregationservice,nodesmayneedto processor �lter incoming
datapacketsinsteadof simply forwardingthemup theaggregation
tree.In someapplications,nodesmayadaptively form clustersdue
to dynamicnatureof link qualitiesor mobility of target phenom-
ena.In general,suchcooperative applicationsrequiretheability to
havecustomeventhandlingandapplicationlevel threadsof control
in additionto lower layer servicesthat run concurrently. Even in
minimally cooperative applications,lower layerservicescanbene-

1In thisdiscussion,wereferto threadsascontrol�o wsthatmaybe
interleavedor executedin sequence.

�t from applicationlevel control. In all thesecases,the program-
ming model shouldsupportevent detectionandhandling. VM F

currentlyprovidestwo event-basedprogrammingapproaches.The
�rst is aselectmodelin which theapplicationcanregisterinterests
in a numberof events.Theapplicationthenblockson aselectcall.
Whenoneof theregisteredeventsoccurs,thecall returnsandevent
masksareusedto determinewhich eventhandlerto execute.This
is similar to theUNIX selectcall. Thesecondis anactionlistener
modelin which the native event handlersinvoke callbacksto per-
form applicationspeci�c handling. The applicationsdescribedin
this paperusetheselectinterface.

To illustratetheir use,consideran applicationthat periodically
readsa sensor, andneedscustomphotosensorandradiohandling.
Figure1 shows how theselectcall is usedto handletheseevents.
The applicationsubscribesto the timer, photo sensor, and radio
events,andacquiresa selecthandle. After initialization, the ap-
plication blockson the selectcall until at leastoneof the events
occurs. The appropriatehandlingmethodis then invoked for ap-
plicationspeci�c eventhandling.Thesemethodsmake callsto the
native layer to fetch any native valuessuchasthe sensorreading
or packets received by the radio. Figure2 shows the samefunc-
tionality with actionlisteners.Applicationspeci�c eventhandling
classesareextendedfrom default handlersin library classes.For
clarity, only therelevantportionsareshown. Whenaneventoccurs,
the native event handlerinvokes the registeredcallbackmethod.
Althoughwe have usedJava 1.5 generics[4], thenative layercan
bemodi�ed to work withoutgenericsupport.

char eList, eVector;
byte sHandle;
eList = Select.setEventId(eList, Events.PHOTOSENSOR | Events.RADIO RECV |

Events.TIMEOUT);
sHandle = Select.requestSelectHandle();
...
while (true) f

...
eVector = Select.select(sHandle, eList); // blocking call
if (Select.eventOccurred(eVector, Events.PHOTOSENSOR)) f

handlePhotoSensor();
g
if (Select.eventOccurred(eVector, Events.RADIO RECV)) f

handlePacket();
g
...

g

Figure1: Using blocking selectcalls to handle events.

Theselectcall offersa centralizedcontrolpoint for dispatching
handlers,while actionlistenersoffer decentralizedcontrolthrough
implicit callbacks.Theselectinterfacecanblock againstmultiple
eventsbut executesevent handlerssequentially. Action listeners
canallow concurrenteventhandlingprovidedmultithreadingsup-
port is in place.Eacheventhandlingthreadblocksuntil theevent
occursandthenhandlesit. Threadsneedto bescheduledproperly
to reducecontentionandavoid raceconditions.Althoughour un-
derlying OS supportsmultithreading,the currentimplementation
of theVM only supportssinglethreadedJava applications.

3.2 Speci�cation and composition of system
software

Fine-grainedspeci�cationof thesystemsoftwareis animportant
�rst stepin theoverallprocessof generatingaruntimeenvironment
for a wide varietyof devices,especiallythosethathave limited re-
sources.A commonlyusedtechniqueto build customizedsoftware
systemsis throughthe useof components.The componentscap-
ture speci�c servicesexportedandimportedby a softwareentity.
A softwaresystemcanbede�ned by a setof componentsandde-
pendenciesamongcomponents.The secondstep in the process
involvesusingthespeci�cationto generateasystemsoftwarestack



package System;

abstract class HWEvent<T extends EventDataCollector> f
public byte eventId;
abstract public void hwCallBack(T ed);

g

class HWEventHandler<T extends HWEvent> f
public HWEventHandler(T obj) f

addHWListener(obj);
g
public native void addHWListener(T obj);

g

final class PhotoCollector extends EventDataCollector f
private final char photoValue;
public PhotoCollector() f

photoValue = 0;
g
public char getValue() f

return photoValue;
g

g

abstract class PhotoSensorEvent extends HWEvent<PhotoCollector> f
public PhotoEvent() f

this.eventId = Events.PHOTOSENSOR;
g

g

package Applications;

class AppPhotoSensorEvent extends PhotoSensorEvent
f

char photoValue;
public void hwCallBack(PhotoCollector c) f

this.photoValue = c.getValue();
f / * custom handling code * / g

g
g

public class Application f
public static void main(String argv[]) f

PhotoSensorEvent photoE = new AppPhotoSensorEvent();
HWEventHandler<PhotoSensorEvent> photoH =

new HWEventHandler<PhotoSensorEvent>(photoE);

RadioRecvEvent rrE = new AppRadioRecvEvent();
HWEventHandler<RadioRecvEvent> rrH =

new HWEventHandler<RadioRecvEvent>(rrE);

TimeoutEvent tE = new AppTimeoutEvent();
HWEventHandler<TimeoutEvent> tH = new HWEventHandler<TimeoutEvent>(tE);

while (true) f
Clock.sleep();

...
g

Figure2: Using action listenersto handleevents.

for a speci�c application-device pair. A compositiontool rei�es
the softwaresystemby determiningdependencies,andinstantiat-
ing andcomposingthecomponents.For theapproachto beeffec-
tive, componentsshouldbe �ne-grained,andthecompositiontool
shouldbecapableof selectingvariouscomponentson thebasisof
their suitability for speci�c platforms.

Wehavedesignedandimplementedacomponentlanguagecalled
BOTS [13] in which componentsalso include the notion of at-
tributes. Attributesspecifypropertiesof components,andarein-
stantiatedwith differentvaluesin theactualimplementations.For
example,a GC componentcanhave anattributespecifyingtheob-
jectheaderoverhead.Attributesdrivetheselectionof speci�c com-
ponentsduringa compositionprocess.A softwaresystemis built
by de�ning a setof components,connectionsamongcomponents,
andconditionsunderwhich speci�c componentscanbe selected.
The compositiontool then analyzesthe components,determines
dependenciesamongthecomponents,evaluatestheconstraintson
the attributes,and selectsthosecomponentsthat satisfy speci�c
constraints.

Figure 3 shows how synthesisand scalingare usedto build a
runtime environment. The applicationbinary app:class is ana-
lyzed to determinethecon�guration of a runtimeenvironmentfor
app:j ava. Thesoftwaresynthesisandscalingtool usestheappli-
cationspeci�cation,componentdescriptions,andtargetnodechar-
acteristicsto build anannotatedcomponentdependency graph.The

app.class
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and
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Component-based
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Figure3: Synthesizinga VM for a deviceand application.

tool thenselectsall componentsthatsatisfyspeci�c constraintsand
buildsaVM binary. During theprocess,abinaryimagemapstores
variousinformationsuchasaddressesof symbols,sizes,etc.,andis
usedto patchnative callsmadeby theVM application.Thenodes
arethenprogrammedwith thegeneratedsystemsoftwareandVM
application.

3.3 Application andsystemsoftwareevolution
After deployment,applicationrequirementsmaychangeor soft-

wareenhancementsmayneedto bemade.With synthesizedsystem
software,this meanstheupdatedapplicationmaydependon addi-
tional systemsoftware components.A mechanismshouldbe in
placeto allow applicationsandsystemsoftwareto evolve in sync.
We supportapplicationevolution by determiningadditionalVM
servicesrequiredandcomputinganincrementalupdatethat is dis-
tributedwith the new application. Incrementalbinary updateso-
lutions [22, 12] have beenproposedto reducethe costof sending
applicationandsystemsoftwarebinaryupdates.Themodi�ed ap-
plicationis recompiledandrebuilt, anda diff is computedwith the
original programimage. The diffs are injectedinto the network,
anda bootloaderappliespatchesby executingthescripts.

However, diff algorithmscanonly trackstructuralchanges,and
ignoreapplicationsemanticchanges.This canresult in unneces-
sarily large diffs causedmainly by codeshifts, andhave adverse
impacton the costof programmemoryrewriting at the recipient
node.Whenfunctionsin anapplicationchange,they maygrow or
shrink. The resultingcodeshift requiresa largenumberof pages
to be rewritten. Additionally, addressesof subsequentfunctions
changeand all referencesto thesefunctionsneedto be updated.
Thus,evensmallchangesin applicationstructuremayrequirelarge
diff scriptsto patchthesereferences,andshift code. To dealwith
this,we applyour incrementalupdatetechniquedescribedin [14].
Thetechniqueallows usto capturetheactualchanges,asopposed
to structuralchangesthat occurdue to dependenciesamongpro-
gramelements.Wedescribetheincrementalupdatemethodfurther
in Section4.3.



4. IMPLEMENT ATION
VMF is a largeframework, with componentsthatencompassa

broaddesignspace.At thenetwork managementlevel, a basesta-
tion servesasa repositoryfor applicationclassesandorchestrates
the tasksof synthesis,applicationdeployment,andsoftwareevo-
lution. Dueto spaceconstraints,we focuson theimplementations
of the corecomponentsof VMF . The currentimplementationis
for the Mica family of nodes[5]. Thesenodesmay be interfaced
to externalsensorboardsandinclude512K of external�ash mem-
ory. They containtheAtmel ATMega128microcontroller[2] with
128K programmemoryand4K internalSRAM.

4.1 Application preparation
Java class�les containsubstantialsymbolicinformationandre-

dundantconstantpool (CP) 2 entries,which make themlarge. In
fact, only 20% of an averageclass�le is taken up by the method
bytecodes[21]. The CP itself occupies60% of an averageclass
�le. Thus,classcompactionis apriority. Doingsoalsoreducesthe
cost of transmittingclassesover-the-air for reprogramming.We
distinguishbetweencompactedandcompressed(or wire) formats.
Compactedclassesarestrippeddown classesthat canbe directly
understoodby theexecutionengine,while compressedclassesre-
quire decompressionprior to execution. Compressionby itself is
not helpful becausethe decompressedclassmay still be too large
for enddevices.Compactionis necessary, while compressionmay
beoptionallyusedfor furthersavingsin codedistributioncost.

Our main compactionstrategy is to eliminateredundantstring
informationrepresentingsymbolicreferencesfrom theCP. We en-
codestringsanddirectly refer to theseencodingsin placeof CP
references.This effectively preresolvesreferences,which is nor-
mally doneat runtimein the JVM. Someapplication-speci�cCP
entries(e.g.,constantvaluesusedby ldc instructions)areretained,
but shiftedout into specializedstructures.Wealsoremoveclassat-
tributesandmeta-informationnormallyusedby debuggersbut not
necessaryfor interpretation.Theseoperationsyield 75–80%size
reductionfor class�les (Section5).

Runtimeclassrepresentation:
Runtimerepresentationsof classesandtheir instances(objects)in
most VM implementationstend to useorganizeddatastructures
with pointersto internal detailssuchas methodtables,etc. We
opted for a serializedrepresentation.Doing so eliminatesmost
memorypointers,saving at least25–30bytesfor typical classes
dependingon thenumberof methods,implementedinterfaces,etc.
Also, classescanbestoredin theSRAM or �ash (if SRAM space
is limited), with minimal changesto the executionengine.Mem-
ory switchesaredif�cult with traditional runtimerepresentations
because�ash andSRAM areaccessedvery differently. With a se-
rializedformat,theonly memorypointersto dealwith aretheclass
structure's pointersto static�eld tables.Anotheradvantageis that
classandobjectserializationif requiredaremuchsimplerbecause
the representationitself is serialized. Appendix A describesthe
runtimerepresentationfor classes.The �at classformat,andpre-
resolutionof classreferencesrequireda few changesto someJava
bytecodes.Most of thesechangesaredueto theeliminationof the
CP, andaresummarizedin AppendixB.

The basestationparsesandanalyzesclass�les. It also main-
tainsa registry of classes,augmentedwith metainformationsuch
asdependencies,andreferencesto native methods.After classes
areregistered,they arerewritten to conformto our modi�ed byte-

2Theconstantpool is similar to a symboltable,containingstrings,
classnames,constants,etc.,referencedby theclass.

codeformat. During rewriting, targetsof somegoto instructions
needto be�x ed,assectionsof bytecodecanshift dueto rewriting.
Also, nativemethodrelocationsarecreatedfor methodinvocations
throughthenative interface.Theserelocationsarepatchedafterthe
VM is built andaddressesof native methodsareknown.

4.2 Runtime envir onment
VMF 's runtimeenvironmentconsistsof aninterpreter-basedex-

ecutionenginewhich executesJava bytecode,a lightweightnative
interfacefor device-speci�cfunctions,andOSsupportfor schedul-
ing anddynamicmemorymanagement.

4.2.1 Interpreterimplementation
The�e xibility affordedby a VM approachcomesat thecostof

runtimeperformanceoverhead.Considerablework hasbeendone
on narrowing the performancegapbetweeninterpretive schemes
andnative execution[6]. This is especiallyimportantin theWSN
domainbecauseperformanceoverheadstranslateto increaseden-
ergy requirements.The mosteffective approachesto mitigatein-
terpretationoverheaduseeitherJava to native codecompilers[25]
or Just-In-Time (JIT) techniques[3]. Java to native codecompi-
lation destroys the platform independencethat we desireandJIT
compilersaremorepracticalonhigherendplatforms.

In orderto preserve platform-independence,we decidedto op-
timize the interpreterby identifying and addressingthe primary
sourcesof overhead.Interpreteroverheadconsistsof (i) fetching
the next bytecode,(ii) decodingand startingthe instruction,and
(iii) executingthe bytecodeimplementation. The �rst two steps
constitutethe dispatchoverhead.Whensimplebytecodesareex-
ecuted,the dispatchsequenceis comparablein complexity to the
bytecodeimplementations,andincursconsiderableoverhead.This
calls for a moreef�cient fetch anddecodeloop. A simpleswitch
baseddispatchschemeis straightforward to implement,but it can
be inef�cient due to rangechecksenforcedby somecompilers.
An immediatealternative is to usea bytecodetablecontainingad-
dressesof bytecodeimplementations.Anotherapproachthatworks
well in practiceis threadeddispatch[6]. Thereareseveral varia-
tions of this technique,but the fundamentalideais to incorporate
thedispatchoperationat thetail of everybytecodeimplementation
insteadof returningto a centralinterpreterloop. Classicthreaded
dispatchreplacesbytecodeswith the addressof their implemen-
tationsso the interpretercandirectly jump to the implementation
without any decodingoverhead.Sincewe useJava bytecode,we
cannotdirectly encodeprogrammemoryaddresseswhich aretwo
byteswide on theAVR in thebytestream.Instead,we implement
our systemin GNU C andapproximatethreadeddispatchby using
labelsasvaluesandstoringthemin anopcodetable. This is only
an implementationchoice— threadedinterpretationcan be real-
ized without this featurein a few lines of assembly. Becausewe
have to decodethe bytecodethrougha table lookup, we call this
schemequasi-threading. Simpli�ed versionsof thebaseline(non-
threaded)andquasi-threadedinterpreterareshown in Figure4.

/ * NON-THREADEDDISPATCH * / / * QUASI-THREADEDDISPATCH * /
while ( 1 ) static void * op labels = f &&op1, &&op2.. g ;
f opcode = fetch 1 byte();

opcode = fetch 1 byte(); goto * (op labels[opcode]);
i = opcode table[opcode]; op1:
i(); <op1 implementation> ...

g opcode = fetch 1 byte();
goto * op labels[opcode];

op2:
...

Figure4: Inter preter implementation.

Table1 summarizesthe overheadsof the dispatchsequencein
various interpretermodes. Classesmay be storedin �ash or in



SRAM.Whenstoredin �ash, they aresaidto beROMized. SRAM
is scarce,but readingbytecodesfrom SRAM is fasterthanreading
from programmemory. Thecycle countfor thedecode/startphase
includesthe table lookup andinstructionstart. The non-threaded
interpreterusesa functioncall to startthebytecodeexecution.Im-
plementingbytecodesusing functionsensuresmaximumbene�t
from usingthe�ne-grainedupdatemodelweoutlinein Section4.3.
Thetablelookupandindirectcall incursa 18 cycle �x edcostand
a variablepenaltydependingon how many registersare pushed
by the bytecodeimplementation.Most of the �x ed costis dueto
the tablelookup. With the threadedinterpreter, the instructionde-
codeand indirect jump to the bytecodeimplementationcosts13
cycles. The loop countaccountsfor the returnfrom the bytecode
implementationandjump in themainloop of thenon-threadedin-
terpreter. With thethreadedinterpreter, thereis no explicit looping
sincethe interpreterloop is effectively unrolledat the tail of each
bytecodeimplementation.

Non-threaded Threaded
ROMized SRAM ROMized SRAM

Fetch 27 13 27 13
Decode/Start 18 18 13 13
Loop 10 6 - -

Table1: Inter preter overheadsin clock cycles.

Almost all embeddedplatformsin wide usefor WSN research
useRISC processors,but most VMs (including VM F ) are stack
oriented. Stackmachinesarepopularbecausethey canbe imple-
mentedwith an interpretermoreeasily. For example,operandsdo
not needto be directly presentin the bytestream,asthey areim-
plicitly availableonthestack.Also, high level languagesareeasily
compiledto stackmachinecode,andthe compiledcodetendsto
be morecompactthanregisterorientedcode. Unfortunately, this
placesheavy demandson the register architectureof the under-
lying hardware. Several researchershave studiedthe problemof
ef�ciently implementingstackmachinesin softwareover register-
basedhardware.Mostof thesolutionsrequirearchitecturalsupport
suchassuperscalarunitsanddeepinstructionpipelineswhich are
not availableon the devices typical in WSNs. The stack-register
impedancemismatchcausesseveraldatamemoryloadsandstores
becausethe bytecode,stack,andVM registersare in dataspace.
In somecases,it is helpful to placekey VM registerssuchasthe
stackpointer, currentframepointer, andinstructionpointerin ac-
tualhardwareregisters.However, reservingtoomany registerswill
eventuallyreachapointof diminishingreturnsdueto limited alter-
nativesfor thenative compiler's registerallocation.

Although even carefully crafted interpreterscannotmatch the
performanceof native execution,thebene�ts of theVM approach
outweighthe moderateperformancepenaltythat is incurred. We
believe the useof threadeddispatch,registermapping,andother
optimizationswhenever possible,strikesa right balancebetween
performanceandplatformindependence.

4.2.2 Bytecodeimplementation
We designedthe implementationof the JVM instructionset in

VMF to be �e xible alonga numberof dimensions.For example,
thebytecodefetchis implementedasamacrothatisselectedduring
synthesisfrom a family of macrosdependingon whereclassesare
stored(�ash or SRAM). Non-threadedand threadedversionsare
alsoselectedduringsynthesisdependingonwhichinterpretermode
is used.A typical implementationis shown in Figure5 for theiinc
(incrementlocal variableby constant)Java bytecode. Bytecode

#if QUASI THREADED val = (s4)stack frame getlocal( local num );
f / * sign extend the const to a byte * /
instruction iinc: val += ((s1)(fetch 1 byte()));
#else
void instruction iinc() stack frame setlocal( local num, val );
#endif g
f #if QUASI THREADED

u1 local num; opcode = fetch 1 byte();
s4 val; goto * opcode labels[opcode];

g
local num = fetch 1 byte(); #endif

Figure5: Bytecodeimplementation.

implementationsvary in complexity, but aresimilar in structure.
Interpreterdesignsprefer jump instructionsto function calls to

executebytecodeimplementations.We usethis approachin the
quasi-threadedversionof the interpreter. However, this increases
thecostof extendingVMF atruntimeif necessary. Usingfunctions
to implementbytecodesallows more �ne-grainedevolution. The
tradeoffs aredescribedfurtherin Section4.3.

4.2.3 Nativeinterface
VMs requireaccessto nativefunctionsin orderto performmean-

ingful operationsthat dependon underlyingOS services. VM F

providesa lightweightnative interfaceto provide low-level access
to device-speci�cfeatures.Native interfacesareimportantbecause
someWSNapplicationscanbene�t by doingtheirown specialized
hardware resourcemanagement.It is alsouseful for implement-
ing critical sectionsof computationthatneedgreaterexecutionef-
�ciency thanpossiblewith interpretedbytecode.The VM-native
layer boundaryis a classictradeoff betweenef�ciency and �e x-
ibility . A thin native layer that pushesfunctionality to the VM,
increasesportability andmay alsodecreasethe staticfootprint of
the implementation.However, performanceis worse,which often
justi�es a larger native layer. Also, having an expressive native
interfaceallows for ef�cient application-level control over lower
layerfunctions.

VMF 's native interfacemapsJava typesto native types,andex-
portsa setof routinesthat passparametersto and from the Java
stack. Native methodimplementationscan usetheseroutinesto
safelyexchangedatabetweentheVM andnative dataspaces.Fig-
ure6 containsanexampleof a native methodimplementationthat
usestheseexchangeroutines.Thecurrentnative interfacedoesnot
supporttheability to accessJava references(with theexceptionof
arrays)from thenative side. Althoughwe have found thecurrent
interfaceto be morethansuf�cient for implementinga usefulna-
tivelayerfor VM access,weplanto addcomprehensive supportfor
VM dataspaceaccessin thefuture.

Nativefunctionsarestaticallylinkedinto theVM whenit isbuilt.
After building theVM, addressesof native methodsarereadfrom
theVM binaryandpatchedinto themethodheadersin theapplica-
tion classes.Thus,the patchingprocessinteractswith our linker,
which we describein Section4.3. Themethodheaderfor a native
methodsetsthecode length �eld to 0, with theaddress �eld set
to the actualaddressof the native implementation.Methodinvo-
cation instructionscheckthe code length �eld to determineif a
native call or virtual methodcall is to bemade.

We have implementednative interfacesfor the Mica platform.
Theseincludethe radio,UART, timers,sensorboards,leds,inter-
nal EEPROM andexternal �ash. Synchronousandasynchronous
interfacesareprovidedwhenrelevant.Wechoseto implementmost
of theinterfacesusingstaticnative methods.UsingJava interfaces
to representabstractclassesthat can be implementedby device-
speci�c classesis moreelegant,but interfacemethodinvocations
tend to be inef�cient, as interfacevtablesneedto be searchedat
eachinvocationfor theimplementingmethod.



// Java class
package senses.platform.mica2.net;

public class CC1000 f
static byte state;
static f

CC1000.init();
g
private static native void init();
public static native byte sendRadioMsg( byte []data, char sz );
public static native byte asendRadioMsg( byte []data, char sz );
public static native byte sendRadioMsgUntilTimeout

( byte []data, char sz, long ms );
public static native char recvRadioMsg( byte []data );
public static native char arecvRadioMsg( byte []data );
public static native char recvRadioMsgUntilTimeout

( byte []data, long ms );
g

/ * Native (C) implementation * /
RETURNTYPEBYTE Java CC1000 sendRadioMsg() f

JReference array ref;
u1 result, n;
u1 * buf;

array ref = GetReferenceParameter( 1 );
n = (u1) GetCharParameter( 0 );
buf = (u1 * ) GetArrayContents( array ref );
result = send radio msg( buf, n);
ReturnByte( result );

g

Figure6: CC1000radio native interface.

4.2.4 Operatingsystemsupport
OSF [19] is a scalablecomponent-basedoperatingsystemthat

implementsdevicedrivers,memoryandresourcemanagement,and
providestheconcurrency framework necessaryfor schedulingVM
tasksandlow level eventhandlers.It currentlyidenti�es two kinds
of tasks: long running tasks(LRT) and run to completiontasks
(RCT). LRTs denotecomputationsthat typically spanapplication
life time, andcanblock, yield to other tasks,andbe rescheduled
by the scheduler. An exampleof a LRT is the VM interpreter.
RCTsdenotesmallamountsof computationthatmustbeperformed
quickly (typically, event handlers).RCTsdo not block, andhave
higherpriority thanLRTs. Whentheschedulerselectsa LRT task
for execution, it runs until it yields to the scheduler, or until an
eventoccurs.If theLRT yields,theschedulerselectsanotherLRT
for execution. If an event occurs,the LRT is preemptedand the
RCTassociatedwith theeventis executedto completion.
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Figure 7: VM F concurrency example: running thr eethr eads
with outstanding events.

Figure7 shows a Java applicationexecutingin parallelwith a
beaconthreadwhich transmitsradiobeaconsperiodically. This is
typical in applicationsthat requiredynamicrouting tree mainte-
nanceasa backgroundservice.Theinterpreterandbeaconthreads
arerepresentedby LRTs andareboundto separateexecutioncon-
texts. Theschedulerrunsall RCTson its own stack,andswitches
betweendifferent LRTs basedon task priorities and scheduling
policies. The interpreterexecutesbytecodesuntil it encountersa
blockingcall, in which caseit yieldsto anotherthread,or is inter-
ruptedby the hardware. Control is thentransferredto the kernel
scheduler, which schedulesall RCTsfor executionbeforeresum-

ing the interpreterthread.In our currentimplementationfor Mica
nodes,we allocate256bytesfor all non-mainstacks.Thecostof
switchingbetweendifferentexecutioncontexts on the Mica plat-
form is about100clock cycles. We arecurrentlyexaminingvari-
ousschedulingpoliciesthatmaybeselectedby thesynthesistool
basedon applicationandhardwarecharacteristics.Simpleappli-
cationsmay usea scheduleroptimizedfor managinga few tasks,
while morecomplex applicationswill usemoreadvancedpolicies
suchaspriority-basedscheduling.

OSF alsocontainsa two level memorymanagementsubsystem
for managingSRAM. A low level managertakescareof allocating
stacks,neighborlists,andradiomessagequeues.A VM level man-
agerhandlesallocationrequestsfor applicationobjects,andimple-
mentsa mark-sweepgarbagecollector [27]. The VM' s memory
managercontainsa region-basedallocatorin which regionscon-
solidatea �x ednumberof memoryobjects.This allows sharingof
objecttype information,size,andother�elds usedby thegarbage
collectorreducingtheaverageobjectheaderoverhead.Theappli-
cationsconsideredin this paperwere written with the selectin-
terfaceanddid not requireobjectallocation. Applicationswritten
using the action listenermodel usedynamicallyallocatedevents
andeventhandlers.

4.3 Incremental linking and extensibility
Theincrementallinkeraddstremendous�e xibility to our frame-

work, asit providesa �ne-grainedyet generalmodel for extensi-
bility. While it is primarily intendedto allow for seamlessevolu-
tion of systemsoftwarewith applications,almostany functionality
canbe incrementallyadded. The linker is alsousedto patchna-
tive methodcallsduringclassregistration.The incrementallinker
is only neededif applicationevolution is likely, in which casethe
necessarycodedistribution and bootloaderroutinesare included
in the systemsoftware. Otherwise,a standaloneVM-application
compositebinarycanbeprogrammedinto thenode.

Our approachis primarily basedon theideathatdeltasizescan
be reducedif codeshifts arereduced.Especiallyin small, incre-
mentalupdates(e.g.,a functiongrows by a few statements),code
shifts re�ect structuralchangesandnot necessarilychangesin ap-
plication semantics.To dealwith the complicationsof codeshift
when systemsoftware needsto change,we modi�ed the linking
processto function incrementally. Whenlaying out codein mem-
ory, functionsareprovided with a small amountof slop space.If
an updatecausesa function to shrink or grow, it cando so with-
out runninginto the following function. If an over�ow occurs,it
is moved to a fresh region with additionalslop, without shifting
subsequentcode. Only referencesto shiftedfunctionsneedto be
patched.This effectively ensuresthat thediff processis drivenby
changesin applicationsemantics.Thepagesof �ash thatneedto
be rewritten are diffed with correspondingpagesfrom the previ-
ousimage,andaconcisedeltais generated.Thisschemeresultsin
substantialsavingsbothin deltasizeandnumberof pagesthatneed
to berewritten,overnon-incrementalapproaches(Section5.6).By
makingthelinker incremental,theprogram'sstructuralchangesare
proportionalto thesemanticchangesin theapplication.As aresult,
computinga diff betweentheoriginalprogrammemoryimageand
theupdatedimageresultsin deltasthatareconsistentwith theex-
tentof actualadaptation.

Thereare tradeoffs in using the incrementallinker whenfunc-
tionsareinlinedandcompiledwith optimization.With thethreaded
interpreter, bytecodeimplementationsareeffectively inlined in the
interpreterloop,creatingalargeinterpreterfunction.If severalnew
bytecodesareaddeddue to applicationchanges,the entire inter-
preterfunctionneedsto beshifted. A non-threadedinterpreter, on



the other hand,is not affectedby the additionof new bytecodes
— only theindividualbytecodeimplementationsneedto beadded.
Evenin suchcases,usingtheincrementalupdatemodelmaintains
its advantagesover purediff or whole systemreprogrammingap-
proaches.Detailsof thelinker maybefoundin [14].

5. EVALUATION
To evaluateVMF , we �rst studiedthe relative tradeoffs of the

interpreterimplementationsoutlinedin Section4.2.1. The results
of theseexperimentsmotivatedtheuseof the threadedinterpreter
with ROMized classesin subsequentexperiments.We alsowrote
a numberof applicationsin VMF , TinyOSandMaté's networking
variant(Bombilla), andperformedcomparisonsof their staticand
dynamicmemoryfootprints,andCPUoverheads.Theseincluded
simpleapplicationssuchasCntToLeds(CTL), CntToRfm (CTR),
RfmToLeds(RTL), andSenseToRfm (STR),similar to the exam-
plesprovidedin theTinyOSdistribution. To evaluatea moreprac-
tical networking application,we implementeda multihopdatacol-
lectionsystem(Surge) usingoursystem.Performancestudieswere
donemainly throughsimulationsin theAVRORA framework [24]
with custommonitorsto extractinformationsuchasbytecodeover-
heads,interpreterinstructionissuerate,memoryusage,etc. Due
to AVRORA's simpli�ed radio model, the Surge applicationwas
evaluatedwith a real deployment. In additionto the basicexper-
iments,our evaluationfor Surge includedactualdeploymentsin
which we measuredthe packet delivery ratio for varioustopolo-
gies. Finally, overheadsin updateswereevaluatedby performing
transformationsbetweenapplicationpairsandgeneratingdeltas.

5.1 Inter preter performance
Wecomparedtheperformanceof thenon-threadedandthreaded

interpreters,usingthreesyntheticbenchmarks.Theparametersof
interestareaverageinstructionissuerate,andbytecodeexecution
costs.All threetestsinvolvedcomputationin tight loops,andmea-
surementsweremadefor runslasting480seconds.The�rst testis
a loop with simplearithmeticwhichwhencompiled,containsonly
simplebytecodessuchasiinc andbipush. Thesecondtestevalu-
atesthecostof virtual methodinvocationby performingthesame
computationin a virtual methodinvoked from the loop. Thethird
testis a tight loopcontaininga singleinvocationof asimplenative
method,to evaluatethecostof native methodinvocation.

Non-threaded Threaded
ROMized ROMized % SRAM %

I 69994.55 81019.32 15.75 114306.32 63.31
II 38712.34 47585.66 22.92 56992.42 47.22
III 27346.31 30900.75 13.00 31162.05 13.95

Table2: Inter preter instruction issuerate (instructions per sec-
ond).

Table2 shows the instructionissueratesof the two interpreter
variants,with classesstoredin �ash and in SRAM. The percent-
ageimprovementreportedis with respectto thenon-threadedinter-
preterwith ROMizedclasses.Threadedinterpretationyields15–20
percentimprovementin issueratewith ROMizedclasses,andupto
60percentimprovementwith classesin SRAM. Thethird testdoes
not yield comparableimprovementwith classesin SRAM because
of an issuewith the C compiler that forcedus to manuallypush
certainregistersonto the stackprior to the native methodinvoca-
tion. Although issuerate is muchhigherwith classesin SRAM,
SRAM memoryis scarceon theATMega128,andmaybea more
suitablecon�guration on platformssuchasthe Telos. The appli-

cationcomparisonsin thefollowing sectionswereperformedusing
thethreadedinterpreterwith ROMizedclasses.

The numbersindicatethat reductionin instructionissuerate is
about45 percentfor virtual methodinvocationand60–70percent
for nativemethodinvocation.Theapparentslow down is causedby
two factors. First, virtual methodtablesrecordmethodaddresses
using4 byte�elds thatneedto beparsedinto 2 byteprogrammem-
ory addresseson theATMega128.Thecodelength�eld alsoneeds
to be checked, to decidebetweena native andnon-native method
invocation. Second,for native methods,several cycles may be
spentin thenative layer, outsidetheinterpreterloop. Thus,thein-
structionissueratewill decreasewhenspecializedcomputationis
implementednatively, but theeffectiveCPUutilizationof theappli-
cationwill behigher. Thisalsoappliesto complex bytecodeimple-
mentations.For example,the threadedinterpreterwith ROMized
classeshasanoverheadof 40 cycles(Table1). With a sequenceof
trivial bytecodessuchasbipush, the interpreteroverheadwill be
nearly50percent,eventhoughinstructionissueratewill behigher
thanwhenexecutingcomplex bytecodes.This suggeststhat it will
bebene�cial to identify patternsof computationin anapplication,
andisolatetheminto complex application-speci�cbytecodes[20].

Bytecode cycles � cy cles

bipush 48.0 0.0
iadd 50.0 0.0
goto 59.0 3.67
r etur n 159.06 6.45
putf iel d 238.10 7.88
getf iel d 311.13 9.11
inv okestatic 461.18 10.92
inv okevir tual 546.22 11.97

Table 3: Bytecodeoverheadin clock cycles.

Table3 shows theaveragecostin cyclesof selectedbytecodes.
Thenon-zerostandarddeviationsaredueto brancheswithin byte-
codeimplementations,andcanvary acrossapplications.Although
bytecodescanberigorouslyoptimized,performancewill belimited
by the overheadsinherentin the stackorientedJVM architecture.
For example, the iadd bytecodecosts50 cycles, while a native
implementationof 4 bytesignedadditioncostslessthan10cycles.
Moreover, theJVM speci�cationrequiresstackentriesto be4 bytes
wide,which resultsin expensive stackoperations:mostof theval-
uespushedon the stackare1 or 2 byteswide, but arepromoted
to 4 bytevaluesprior to pushing.This alsomakesthe implemen-
tationof optimizationssuchasstackcachingdif�cult becausethe
numberof possiblestackstatesbecomesvery large. It is possible
to implement2 byte stacks,but this requiresmodifying the Java
compiler.

5.2 Application development
The basic applicationswe consideredhave very simple oper-

ational patternseasily expressedusing synchronousnative calls.
Surgewasimplementedusingtheselectinterface.A snippetfrom
theSurgeapplication's coreis shown in Figure8. Surgeis a mul-
tihop applicationin which nodestake photo sensorreadingsev-
ery 2 secondsandsendthemto a basestationthrougha multihop
routing layer. Themultihoproutingalgorithmis similar to theal-
gorithm usedin TinyOS,andis implementednatively. The Surge
implementationin Maté alsosendsdatato thebasestationusinga
sendprimitive, which is implementedin thenative multihoprout-
ing component.The routing servicehandlestreemaintenanceby
periodictransmissionsof beaconscontainingneighborhoodinfor-



mation.Eachnodeselectsaparentbasedonestimatedlink qualities
of immediateneighbors.

SurgePacket sgPkt;
char eList, eVector;
byte sHandle;
sgPkt = new SurgePacket();
evList = Select.setEventId( eList, Events.TIMEOUT | Events.RADIO RECV );
sHandle = Select.requestSelectHandle();
char val;
Clock.startTimeout( 2048 );
while (true) f

eVector = Select.select(sHandle, eList);
if (Select.eventOccurred( eVector, Events.TIMEOUT )) f

val = PhotoSensor.sense();
sgPkt.setReading( val );
Surge.sendPacket( sgPkt );
Clock.startTimeout( 2048 );

g
else if (Select.eventOccurred( eVector, Events.RADIO RECV)) f

handleRadioEvent( sgPkt ); // if base, forward to uart
g

g

Figure8: Surgeapplication snippet.

The multihop routing serviceincludesa beaconthreadthat pe-
riodically sendsout beaconsfor dynamictreemaintenanceanda
secondthreadfor processingincomingpackets. Thesetasksand
the interpretertaskarescheduledasLRTs, with context switches
occurringwheninterrupts�re.

5.3 Memory footprint
Figure 9 shows the total size of all the classesin eachappli-

cation. Eliminating redundantCP entriesandbytecoderewriting
yieldssavingsof 75–80%in classsize. Sizesof class�les canbe
reducedeven further, if applicationextractiontechniques[23] are
used.Sincewedonotuseapplicationextraction,footprintsof some
applicationsaresimilar becausethey includea commonsetof sys-
tem classes(e.g.,Led, CC1000) even if they invoke only a small
subsetof themethodsexportedby them.
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As a result of using software synthesis,only bytecodeimple-
mentationsthat areusedby the applicationare included. This is
signi�cant becausemostapplicationsuseonly asmallsubsetof the
JVM instructionset. CTL, CTR, RTL, andSTR all useapproxi-
mately10% of the instructionset,while Surge uses14.5%of the
instructionset.

Figure10(a)summarizestheprogrammemoryfootprintsof the
applications,and the breakupbetweenthe application,VM, and
OS.Both TinyOSandMaté bene�t from beingbuilt usinga single

generatedsource�le, which allows for betterinlining, deadcode
andvariableelimination,andotherinter-proceduraloptimizations.
For theseexperiments,we usedthe standalonemodeof the VM,
with theVM binaryandapplicationbytecodes�ashed in together.
Thus,thecodedistributionandbootloadercodearenot includedin
thefootprintsshown. Miscellaneouscodesuchasstandardlibrary
functions,and startupcode insertedduring the �nal link are in-
cludedin theOSfootprint. By building upona comprehensive ser-
vice suitein thesystemsoftware,classbinariesbecomeextremely
small.This lendsto ef�cient applicationdistribution,which is crit-
ical in thepresenceof stringentenergy andbandwidthconstraints.
Most embeddedprocessorsin WSNsareRISCarchitectures,char-
acterizedby very largecodesizes.Thus,thepotentialenergy sav-
ingsin codedistributionaresigni�cant.

For comparisonwith Maté,we usedtheBombilla variantwhich
hasa �ash footprint of 38K. It includesthe multihop routing and
codedistribution componentsby default, andalwayscontainsall
bytecodeimplementations.It alsoimplementsa capsuleanalyzer
to determinesharedresourcesusedby capsulehandlers,for im-
plicit synchronizationbetweencontexts. Thus, Maté's approach
is to supportlow-costapplicationreprogrammabilitywithin a do-
main, at the expenseof a one-timedeploymentof a large VM. A
signi�cant domainshift, however, will necessitatedeploymentof a
new VM built from scratch.

Figure10(b) givesthe SRAM footprintsof the applications.It
alsoreportsthe maximumstackdepthsanddynamicmemoryus-
ageobserved during execution. For VMF , the Java stackdepth
is alsoshown. As mentionedearlier, the JVM requiresstacken-
triesto be4 byteswide. For example,althoughthemaximumJava
stackdepthfor CTL is 44 bytes, this correspondsto 11 pushes.
Thelargerdatasectionin VMF is mainlydueto thethreadedinter-
preter's opcodetable,which is between40 and70 bytesfor these
applications.In additionto objectscreatedat runtime,theVM dy-
namicallyallocatesstructuressuchastheclasstableand�eld tables
at startup.Theapplicationswe considereddid not requiredynam-
ically allocatedobjects,except for a Surge packet object created
in the Surge application. The OS alsousesdynamicmemoryfor
stacks,messagebuffers,executioncontext state,andneighboren-
tries asneededwithin the routing component.Both TinyOS and
Maté staticallyallocateall their variables,which is why the foot-
printsarehigherfor theSurgeapplication.Maté'sapplicationfoot-
print is minimal,dueto thespecializedinstructionset.Application
capsulesareinjectedat runtime,andloadedin SRAM for execu-
tion.

5.4 Energy overhead
In order to maximizeapplicationlifetime, mostWSN applica-

tionsplacenodesin asleepstatefor mostof thetime,wakingupin-
termittentlyto handleevents.To satisfythis requirement,theover-
headsof the systemsoftware itself shouldbe low. We measured
active timesfor the testapplicationsover 480secondsimulations.
Theresultsareshown in Table4, with correspondingnumbersfor
TinyOSandMaté implementations.

Application VMF TinyOS Maté
CTL 0.23 0.06 6.14
CTR 6.48 6.13 6.43
RTL 6.04 5.65 6.63
STR 5.92 5.78 6.62
Surge 6.09 5.90 6.20

Table 4: CPU activity as percentageof total time in active
mode.
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Figure10: Memory footprints of application and systemsoftware.

VMF 's overheadis higherthanTinyOSprimarily dueto theOS
scheduler. In TinyOS,theFIFO schedulerschedulestasksthatrun
to completionwithoutany context switchingrequired,exceptwhen
eventsoccur, in which caseshortrunningevent handlersareexe-
cuted. In addition to the scheduleroverhead,the interpreterand
bytecodeoverheadscontribute to the active time. However, these
overheadsarenot assevereasthescheduler, especiallyin applica-
tions that sleepmostof the time. VMF comparesfavorably with
Maté. Maté's overheadsaremainly dueto scheduling(eachbyte-
codeis executedasaTinyOStask),andthecodeupdatemechanism
which runsin thebackground.

5.5 Surgeevaluation
WeimplementedSurgein VMF andcomparedtheaveragepacket

delivery ratio with TinyOS andMaté. The main objective wasto
determineif theadditionaloverheadsin systemsoftwareresultedin
any noticeabledegradationin thecommunicationlayer. A collec-
tor at thebasestationprocessedpacketsreceivedfrom thenetwork
during30minuterunsto computepacket delivery ratio.

All Surge androuting serviceparameterswere identical in the
threesystems.Theroutingcomponenttransmitsabeaconevery20
seconds,with parentselectionperformedevery 5 beacons.Sensor
readingsaretransmittedevery 2 seconds.We repeatedtheexperi-
mentwith a5-hopchain,and2x2,3x3,and4x4grids,with thebase
stationplacedat a cornerof themesh.Packet delivery ratio in any
topologyis affectedby a numberof factors. During a run, a sin-
glenodemaybecomeatransitpoint for multipledisjointpathsand
choke descendantsin thosepaths.In grid topologies,nodeschange
their parentrelatively frequently, especiallyin the presenceof a
numberof candidateneighbors.For fair comparison,we avoided
theseeffectsby settingup a �x edrouting tree. Nodescontinueto
sendbeaconsand incur the overheadof parentselection,but the
parentselectionfunctionis forcedto settheparentto a �x ednode.
Radio transmissionpower wasat a low settingto reduceconges-
tion.

Table5 shows thepacket delivery ratiosfor the topologiescon-
sidered.In thesparsertopologies,in-degreesof nodesareusually
low resultingin higherdelivery ratios. The4x4 deploymentis af-
fectedby higherin-degrees,largernetwork diameter, andcollisions
in denseneighborhoods.Theresultsarecomparableonall systems.

5.6 Incremental linking

Topology VMF TinyOS Maté
2 x 2 97.60 99.15 98.60
3 x 3 92.44 92.32 90.77
4 x 4 78.10 79.32 77.24

5 hopchain 95.66 98.88 93.47

Table 5: Surgeaveragepacket delivery ratio.

Theincrementallinking techniquewasdesignedto reducetheef-
fectsof codeshift. Mostupdatesin deployedWSNapplicationsare
likely to beincrementalin nature.In somecases,completeretask-
ing maybenecessary. Evenin theseextremescenarios,signi�cant
portionsof thesystemsoftwaresuchasdevice driversmayremain
thesame.

To evaluatetheupdatemechanism's performance,we incremen-
tally transformedCTL to CTR, and thenCTR to Surge. CTL to
CTR requirestheadditionof communicationdevice driversat the
systemsoftwarelevel. CTR to Surge requiresthe additionof the
multihop routing component. Even in applicationupgrades,the
systemsoftwaredeltatendsto bemuchlargerthantheapplication
delta.

Table6 shows the two updatescenarioswe considered.In both
experiments,thenon-threadedversionof theinterpreterwasused.
In Table7, thecopy, r un, andadd instructionsarediff-script op-
codes.The copy's copy datafrom the existing image,while r un
andadd opcodesintroducenew data. The datacolumnindicates
the total sizeof theaddeddata,opcodes,andaddresstablesin the
diff encoding.Thepercentvalueof thenew binarysizeis themea-
sureof improvementover wholesystemreprogramming.

Applicationpair Old size New size
(bytes) (bytes)

CTL! CTR 16795 29239
CTR! Surge 29239 34834

Table6: Incr ementalupdatescenarios.



Application copy r un add Data %
pair (bytes) Binary

Purediff
CTL ! CTR 1125 6 671 13233 45.26
CTR! Surge 1426 5 812 15280 43.87

Incrementallinking
CTL ! CTR 884 13 495 9070 31.02
CTR! Surge 734 15 428 8161 23.43

Table7: Delta footprint with purediff and incrementallinking .

Both diff and incrementallinking approachesperform signi�-
cantly betterthan whole systemreprogramming.Delta sizesfor
incrementallinking are 30–45percentsmallerthan the pure diff
delta. For updatesthat are more incrementalin nature,suchas
modifying a few functionsasopposedto introducingnew onesin
an applicationupgrade,the bene�ts of the incrementalapproach
will bemoresubstantial.

6. CONCLUSION
Developingapplicationsin mainstreamdistributedsystemsisdif-

�cult. WSNsposeadditionalchallengesdueto diverseplatforms,
large scale,andresourcelimitations. Meetingthe impressive po-
tentialof WSN applicationsforecastby researchersin variousdis-
ciplinesis only possiblewith the right systemsoftware. We have
surveyed the critical challengesin ensuringlong-termviability of
WSN applications,anddescribeda framework which implements
a VM approachto preparefor the heterogeneitylikely in realis-
tic deploymentsin thenearfuture. Through�ne-grainedsoftware
synthesisof a virtualizedarchitecture,anoptimizedexecutionen-
gine,anda�e xible modelfor extensibility, theframework achieves
a balancebetweena numberof competingconcerns.Although it
implementsa VM approach,and is tailoredaroundthe JVM, we
believe othersystemsoftwareapproachescanbene�t from using
softwaresynthesisin tandemwith incrementallinking for applica-
tion andsystemsoftwareco-evolution.

6.1 Future work
VMF is ongoingwork, andwe arein theprocessof implement-

ing the framework on variousplatforms. We are also exploring
the VM designspaceto understandwhat programmingandcom-
putationmodelsare suitablefor WSN applications. Our experi-
enceswith VMF suggestthatanef�cient computationmodeland
well designedOSsupportareprerequisitesfor theviability of the
approach.In particular, we will evaluateoptionssuchasregister
orientedVMs thatmayyield betterperformanceon theRISCmi-
crocontrollerstypical in WSNs. Using registerorientedVMs that
arecloseto thenative architecturemayalsoenablelightweightJIT
compilers.Wealsoplanto explorevariousinstructionsetstailored
to speci�c applicationdomains. We anticipatethat further stud-
ieswill leadto morepowerful programmingmodels,bettersystem
software,andhintsfor architecturalchoicesin sensornodedesign.
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APPENDIX

A. CLASS FORMAT
Method invocationinvolves obtaininga pointer to the method

headerfrom thevtable. Fromtheheader, thecodelength,number
of arguments,local variables,and methodaddressitself are ob-
tained.A subclassincludesthevtableof superclassessothat invo-
cationsof methodsimplementedin superclassescanbedonewith-
out having to searchthroughthe classhierarchy. Native methods
have their code length �eld setto 0 sothatanindirectcall canbe
madeto thefunctionat theaddressspeci�ed in thecodearea.The
iv table is essentiallya mappingfrom interfacemethodsto their
implementations.Invoking an interfacemethodinvolves search-
ing for theinterfacein theiv table andobtainingtheimplementing
method's index in the vtable. The instance(or object) format is

FIELD SIZE DESCRIPTION
class addr ess 4 classaddress(¯ash/SRAM).
class siz e 2 classsize(bytes).
class id 2 encodingassignedduringregistration.
super id 2 classID of thesuperclass.
n inter f aces 1 numberof interfacesimplemented.
n ventr ies 1 numberof methodsin vtable.
sf table leng th 2 lengthof static®eld table(bytes).
if table leng th 2 lengthof instance®eld table(bytes).
main id 1 vtableindex of mainmethod.
clinit 1 vtableindex of staticinitializer.

Interfacelist
� � �
inter f aceI D 2 encodingassignedto theimplementedin-

terfaceduringregistration.
n ventr ies 1 numberof methodsimplementedfor this

interface.
� � �

Vtable
� � �
codeaddr ess 4 addressof methodheader.
� � �

Interfacevtable(s)
� � �
Interfacei
! m 1 index 1 vtableindex of ®rst implementedmethod.
! m 2 index 1 vtable index of second implemented

method.
� � �
� � �

Methodsection(s)
� � �
Methodheader
! code leng th 2 methodcodelengthin bytes(0 if native).
! n ar gs 1 numberof argumentsto method.
! n locals 1 numberof localvariablesin method.
! code - bytecodefor method,or native addressif

methodis native.
� � �

simplya �attenedinstance�eld tableprecededby anobjectheader
which includesinformationrequiredby thegarbagecollectorand
metainformationabouttheobject's classtype.

B. BYTECODE EXTENSIONS
Sizesof bytecodeoperandsif any, are indicatedin parenthe-

ses. Most of the changesare due to the elimination of the con-
stantpool (CP).For example,in the JVM, the two byte argument
to thecheckcast instructionis anindex into theCPwhichcontains
thereferencedclass.Sincewe preresolve references,this index is
replacedby theruntimeencodingof thereferencedclass.

BYTECODE DESCRIPTION
ldc f descr iptor (2) g descr iptor [15:14] indicatessize of

constant, [13:0] encodesoffset into
specializedconstanttable.

check cast; instanceof ; new
f cid (2) g

cid is the2 byteencodingassignedto
theclassduringregistration.

getf ield; putf ield
getstatic; putstatic
f cid (2) gf f id (2) g

cid andf id arethe 2 byte encodings
assignedduringregistration.

inv okeinter f ace
inv okespecial
inv okestatic f cid (2) gf mid (1) g

cid and mid are the 2 and 1 byte
encodingsassignedduringregistration.
Index mid of the vtablepointsto the
headerof themethodto beinvoked.

inv okevir tual
f o(1) gf mid (1) g

Object is retrieved at offset o from
top of stack. Index mid of the ob-
ject's vtablepointsto theheaderof the
methodto beinvoked.

look upsw itch; tablesw itch Same as JVM speci®cation, with
paddingremoved.


