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ABSTRACT

Sensometworks are beingdeplg/ed at massve scalescontaining
arangeof platforms.Programmingaradigmdor sensomnetworks
should meetthe attendantchallengesof scaleand heterogeneity
Researcherbave consideredvirtual machinesas a meansto ad-
dressthesechallenges.However, in orderto satisfythe resource
limitations of sensomodes they export only a minimal setof ser
vicesto the applicationprogrammer This makes applicationsof
evenmoderateompleity dif cult toimplement.WepresenvM "
— aframework for building resource-e€ient virtual machineghat
scaleandexport comprehensk servicesuiteson a perapplication
basis. We adwocatethe useof ne-grained software synthesisto
build resource-efient systemsoftware,andfacilitate both appli-
cationchangesndsystenmsoftwareupgradestruntimethroughan
ef cient incrementalipdateschemeWe have usedour framewvork
to build virtual machineson the Mica platform and describehow
virtual machinesare effective in meetingthe dif cult demandsf
heterogeneitgndreprogrammability
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1. INTRODUCTION

Wirelesssensometworks (WSN) shav considerablgpromisein
bringing the vision of ubiquitouscomputing[26] to reality. There
is growing interestin their usefor a variety of applications,and
researchersre constantlyaiming toward developing smallerand
betterhardware platforms. It is quite likely thatasthe eld ma-
tures,we will seeawide variety of highly ef cient hardware spe-
cializedto performspeci c tasks. Eventoday thereare several
platformsin popularusefor researci9]. While this yields signif-
icantbene ts from an overall systemdesignviewpoint, it throws
considerabldurdenon the programmemho needso be avare of
the idiosyncrasie®f eachplatform. Most of the variationacross
theseplatformsis in theimplementatiorof subsystems.g. differ-
entprocessors;adio,andsensingnodules.The actualoperational
patternsare more or lessuniform, and having to rewrite applica-
tionsfor multiple platformsis redundanandburdensome.

The correctchoice of systemsoftware usedin applicationde-
velopments critical to managethe compleity in this regime. We
usethe term systemsoftwareto describesoftware suchasoperat-
ing systemgOS), virtual machineqVM), andmiddlevare,which
exportservicedor applicationgo build upon. Themainchallenges
to dealwith are: (i) heteogeneity of end systems(ii) allowing
dynamicupdatesin deployedsoftwae, and (iii) exporting a rich
programminginterface while respectingthe resouce constaints
of enddevices Thereareinherenttradeofs involved in meeting
thesechallenges.For example, platform-independencis usually
achieved throughlayersof abstractionwhich inevitably compro-
misesperformancendresourceonstraintsExisting OSsolutions
aremostly special-purpossystemsoftware optimizedfor speci ¢
sensomplatforms.Theseapproachearedesignedor performance,
but are unsatisactory with regard to interoperabilityand repro-
grammability Thus,existing OSandVM systemsoftwareaddress
only asubsebf thesechallenges.

In this paperwe presenVMF — asoftwareframavork for syn-
thesizingruntime ervironmentsfor WSNs, keepingthe key chal-
lengesin focus. The approachis VM-based: programmerswrite
applicationsoveracommonabstractnterface.Device-speci cfea-
turesareaccessedhrougha lightweight native interface. Porting
theVM acrossvariousnodearchitecturesllows applicationgo be
deployed uniformly in heterogeneousnvironments.

Thereare several advantagedo usinga VM-basedapproachin
WSN applications First, hardwareabstractiorallows applications
to run transparentlyover the varied architectureof WSN nodes,
soprogramsdo not needto be rewritten for differentarchitectures.
SecondyYMs canusewell-designednstructionsetsfor speci ¢ ap-
plicationdomains.Thisallows rapidprototypingof highly compact
applicationbinarieswhich canbe distributedin the network with
low enegy overheads.The VM instructionsetbecomeghe basis



for codesharing,interoperability and applicationbinary distribu-
tion andmanagementThird, usingplatform-independentodefa-
cilitatesthe applicationof basicdistributed computingparadigms
suchasmobileagentsandin-network processing.

While theconcepbf anabstractnachines appealingWSN ap-
plicationanddomaincharacteristicémposesigni cant challenges
on the natureandscopeof the VM thatcanberealized. The rst
challengearisesfrom the extremeresourcevariability amongsen-
sorplatforms.At oneextreme Mica, Telos,andEYESplatformg[9,
18] have fairly slov CPUswith memoryresourcesn the orderof
kilobytes. Higher end platformssuchas the Stagatehave faster
CPUsandmorememory Thus,a suitablemethodologyis needed
for implementingVMs on a wide variety of devices. The second
challenganvolveslongtermmanagementf applicationsafterthey
have beendeplg/ed. All software artifactschangeover their life-
time— to addcapabilities,x bugs,etc. Sincesensinglevicesmay
be embeddedn physicalsettingsthatarehardto reach the ability
to dynamicallyupdatedeplo/ed applicationsand systemsoftware
is necessaryThethird challengecomesfrom the requirementhat
WSN applicationsmust be enegy efcient. VM-basedapplica-
tionstendto be slower, asthey useaninterpreterbasedexecution
engine.For VMs to be viableasWSN systemsoftware,they need
to bemadesufciently efcient in operation.

VMPF is basedn thekey insightthatthe VM thatactuallyruns
on aspeci ¢ device doesnot needto re ect thefull VM speci ca-
tion. It only needsto provide servicesthat are neededby the ap-
plicationrunningon the device. Further differentservicescanbe
implementedifferently on devicesbasedon resourceavailability.
VMF containsa generaldescriptionof aVM whichis instantiated
andspecializedfor eachapplicationand eachdevice. It alsoim-
plementsa continuousupdatemodelin which WSN nodescanbe
updatedncrementallywhenchange®ccurin applicationsandthe
VM. By trackingprogramchangestthe VM abstractiorevel, the
costof distributingandapplyingapplicationupdatess signi cantly
reduced Costsof correspondingipdatesn thesystensoftwareare
alsolow dueto incrementalipdates.

The VMF frameavork runson the Mica family of nodes,with
ongoingwork on the Telos, XYZ, Stagateandhandhelddevices.
Our currentimplementationincludesa componentianguagefor
representingsystemsoftware componentg13], tools for analyz-
ing and compactingJava classesa component-base®S [19], a
component-baseinplementationof a subsetof the Java Virtual
Machine(JVM) [17], toolsfor synthesizinghe VM andunderly-
ing OS,andanincrementalinker [14] to facilitateenegy-efcient
updates. Application programmerscan write programsin Ja/a,
andaccesd/O andsensingdevicesthroughnative interfaces.The
framework is nottightly coupledto eitherthe Java languageor the
JVM, andtheconceptxanbeappliedto otherlanguagesndVMs.
Indeed oneof our broaderesearcltgoalsis to explorethe VM de-
signspacein WSN applications.The framewvork providesus with
thenecessargoftwareinfrastructureandtoolsto do so. Ourresults
shav thatwe canconstruciarangeof VMs with differentresource
requirements&nd capabilities. The runtime performancebehaior
of Java applicationswhile lower than native implementationsis
acceptable.We have implementedvarious optimizationsthat re-
ducetheruntimeoverheadof the VM.

The paperis organizedas follows. Section2 suneys related
work, andhighlightsVMF 'sdifferentiatingcharacteristicsin Sec-
tion 3, we give aconceptuabverviev of ourframewvork andits key
componentsSection4 providesimplementatiordetails.Our eval-
uationis presentedh Section5, andSection6 containsconclusions
andfuturework.

2. RELATED WORK

Existing systemsoftware for WSNs can be classi ed into two
main approaches(i) OS-basedpproachesuchasTinyOS [10],
SOS[8], Mantis [1], and PEERDS [18], and (ii) VM-basedap-
proachesuchasMaté [15]. Dueto spaceconstraintsyve focuson
TinyOS,Maté andSOS.

TinyOS [10] is acomponent-base@S developedat UC Berke-
ley. It is characterizedby an event-driven programmingmodel
well-suitedfor most WSN applications. Applicationsare written
in nesC[7], andare de ned by wiring togetheruserde ned and
library components.Wirings specify dependencieand bind im-
plementationgo abstracttcomponents.Concurreng is supported
throughsplit-phasenon-blockingexecution. Short-runningatomic
computationganpostlong-runningtasksthatrun to completionif
notpreemptedy events.Thescheduleputsthe processoto sleep
whenthereareno pendingtasksin thetaskqueue Thecomponent-
basedprogrammingmodel facilitatesreuseof software and OS
componentsandthe generatiorof compactapplication-OScom-
positebinaries.Althoughreprogrammabilitys notamajorconsid-
erationin its design,the Delugecomponent[11] allows over-the-
air whole systemreprogrammingafter deploymentby distributing
new application-OSompositebinaries.

Maté [15] is a stackorientedVM implementedising TinyOS.
It is built over several systemcomponentgroviding accesgo sen-
sors,transceiers,andexternalstorage.Maté instructionshide the
asynchronousatureof the TinyOS eventmodelto provide a sim-
pler synchronousgprogramminginterface. It implementsa x ed
thread-poobf contextsthatreactto hardwareeventsandcommands
from the application. Eachcontext hasits own operandstackfor
passingdatabetweerpperationsContets cansharevariables and
run concurrentlyat instructiongranularity Eachinstructionis ex-
ecutedasa TinyOStask. Theinstructionsetis designedor com-
pactnesskor example frequentlyusedopcodesontainembedded
operandsUserscanalsode ne custominstructionsfor adomain-
speci c instructionset. A key goal of Maté is reprogrammability
VM applicationsareinjectedascodecapsulesnto deploymentsof
nodesprogrammedvith Maté. A viral codedistribution scheme
infectsnodesin the network with the applicationcapsules.More
recentwork on Maté generalizesheframework for building appli-
cationspeci c VMs [16].

SOS 8] is an OS with a small kernel, and usesdynamically
loadablamodulego facilitatesoftwareevolution. It featuresa e xi-
ble priority-basedchedulingystenthatqueuesnessagesetween
moduledor futureexecution.Applicationsarecomposeaf asetof
modulesinteractingvia asynchronousnessagesr indirect func-
tion calls madethroughfunction handlesobtainedfrom function
controlblocks. SOSalsoprovidesa simpledynamicmemorysub-
system. In termsof reprogrammabilityit offers a middle-ground
betweerthe TinyOS-DelugecombinationandMaté. With Deluge,
entirebinariesaredistributedat high cost. While Maté's codedis-
tribution is enegy-efcient dueto smallcodecapsulesthe system
software itself cannotbe changedafter deployment. SOSallows
enepgy-efcient updatesby reprogrammingat modulegranularity
Modulescanbeloadedandremosedonthe y , with ary necessary
updatesnadeto thefunctioncontrolblocks.

VMF differsfrom theabave approache two mainways. First,
it containsarich servicelayerwhich allows programmergo write
applicationseasily Software synthesiss usedto preciselytailor
and scalethe systemsoftware to the needsof eachapplication,
within the constraintsof enddevices. The currentimplementation
of Maté is more domain-speci c,althoughsimilar principlescan
be appliedto male it genuinelyapplication-speci c. Secondthe
updatemodelis e xible andlow cost. Maté allows updatesof VM



applicationsput the VM itself cannotbe changedeasily after de-

ployment. Our incrementallinking featureadds e xibility to the

systemby allowing ne-grained updatego boththe VM applica-
tion andthe systemsoftware. It is more e xible thanthe scheme
usedin SOSwhichis basedn indirection. To avoid indirectfunc-

tion calls, we by usean enhancedinker that patchescalls to up-

datedfunctionsdirectly.

3. THE VMF FRAMEW ORK

VMF is asoftwareframawvork for building andmaintainingrun-
time ervironmentsfor WSN applications. A key designgoal has
beento develop programminglanguagesand tools that allow us
to capturecomponentsandrelationshipsamongthecomponent®f
systemsoftware at very ne granularity Finer granularityof sys-
temcomponentyieldshighercontrolover systenconstructiorand
updates.The component&ndrelationshipsetweerthemare uti-
lized to identify, instantiate,and updatespeci ¢ components.At
its core,theframawvork featuresa componentanguageo represent
software systemsa compositiontool for selectingandcomposing
speci ¢ componentsand infrastructurefor updatingapplications
andsystemsoftware.

We begin this discussiorby introducingthe programmingmod-
elsavailablein theframewvork. We thendescribehow the applica-
tion, device,andcomponenspeci cationsareusedto synthesizex
runtimeenvironment. Finally, we describethe incrementalupdate
mechanismvhichenableslynamicadaptatiorof thestaticallycon-
gured runtimeernvironment.

3.1 Programming modeland concurrency

In thissectionwe brie y describehow WSN applicationsanbe
written usingthe VMF  framework. The programmingmnodelswe
discussheredonotrequireary extensiondo the Jasaprogramming
language. Programsimport natively implementedJava libraries
for accessinghardware functions such as sensingand communi-
cation. We seethesemodelsasenablersor moredomain-speci ¢
programmingmodels.

Thereis considerablevariationin the use casesand degree of
concurreng in WSN applications.Someapplicationsare special-
izedto performadedicatedensingask. For example,anodemay
periodicallysampléts sensomndmaintaina runningaverageover
time, transmittingaveragesatregularintenals. At the systemsoft-
warelevel this requiresvarioushandlemroutinesfor eventssuchas
communicationand timer events. Thus, systemsoftware service
threads$ will be running, but from the applicationprogrammes
view animperative programmingstyle with synchronousalls to
native serviceds sufcient andnaturalto use. In thesynchronous
programmingmodel,muchof the concurreng is hiddenfrom the
application,and is implementedthroughblocking calls. For ex-
ample,periodicsamplingof a sensorcanbeimplementedhrough
synchronousenseandsleepcalls.

More comple applicationgequirecustomeventhandlingfor re-
actingto externalstimuli andradio events. For example,in adata
aggr@ationservice,nodesmay needto processor lter incoming
datapacletsinsteadof simply forwardingthemup the aggr@ation
tree.In someapplicationsnodesmayadaptvely form clustersdue
to dynamicnatureof link qualitiesor mobility of target phenom-
ena.ln generalsuchcooperatie applicationgequirethe ability to
have customeventhandlingandapplicationlevel threadf control
in additionto lower layer servicesthatrun concurrently Evenin
minimally cooperatie applications|ower layerservicesanbene-

1In this discussionwe referto threadsascontrol o wsthatmaybe
interleaved or executedn sequence.

t from applicationlevel control. In all thesecasesthe program-
ming model should supportevent detectionand handling. VM
currentlyprovidestwo event-basegrogrammingapproachesrhe
rst is aselectmodelin whichtheapplicationcanregisterinterests
in anumberof events.The applicationthenblockson aselectcall.
Whenoneof theregisteredeventsoccurs thecall returnsandevent
masksareusedto determinewhich eventhandlerto execute. This
is similar to the UNIX selectcall. The seconds anactionlistener
modelin which the native event handlersinvoke callbacksto per
form applicationspeci ¢ handling. The applicationsdescribedn
this paperusethe selectinterface.

To illustrate their use,consideran applicationthat periodically
readsa sensagrandneedscustomphotosensomndradio handling.
Figure1 shavs how the selectcall is usedto handletheseevents.
The applicationsubscribedo the timer, photo sensor and radio
events,and acquiresa selecthandle. After initialization, the ap-
plication blocks on the selectcall until at leastone of the events
occurs. The appropriatehandlingmethodis theninvoked for ap-
plicationspeci ¢ eventhandling. Thesemethodsmale callsto the
native layer to fetch ary native valuessuchasthe sensorreading
or pacletsreceved by theradio. Figure 2 shavs the samefunc-
tionality with actionlisteners.Applicationspeci c eventhandling
classesare extendedfrom default handlersin library classes.For
clarity, only therelevantportionsareshavn. Whenaneventoccurs,
the native event handlerinvokes the registeredcallback method.
Althoughwe have usedJava 1.5 genericq4], the native layer can
bemodi ed to work without genericsupport.

char eList, eVector;

byte sHandle;

eList = Select.setEventld(eList, Events.PHOTOSENSOR | Events.RADIO _RECV|
Events. TIMEOUT);

sHandle = Select.requestSelectHandle();
while (true) f

eVector = Select.select(sHandle, eList); /I blocking  call
if (Select.eventOccurred(eVector, Events.PHOTOSENSOR)) f
handlePhotoSensor();

g

if (Select.eventOccurred(eVector,
handlePacket();

g

Events.RADIO _RECV)) f

Figure 1: Using blocking selectcallsto handle events.

The selectcall offers a centralizedcontrol point for dispatching
handlerswhile actionlistenersoffer decentralizeaontrolthrough
implicit callbacks.The selectinterfacecanblock againstmultiple
events but executesevent handlerssequentially Action listeners
canallow concurrenevent handlingprovided multithreadingsup-
portis in place. Eachevent handlingthreadblocksuntil the event
occursandthenhandlest. Threadsneedto be schedulegroperly
to reducecontentionandavoid raceconditions. Although our un-
derlying OS supportsmultithreading,the currentimplementation
of theVM only supportssinglethreadedlava applications.

3.2 Speci cation and composition of system
software

Fine-grainedspeci cationof the systemsoftwareis animportant
rst stepin theoverallproces®of generatinga runtimeernvironment
for awide variety of devices,especiallythosethathave limited re-
sourcesA commonlyusedtechniqueto build customizedsoftware
systemss throughthe useof components.The componentsap-
ture speci ¢ servicesexportedandimportedby a software entity.
A softwaresystemcanbe de ned by a setof componentandde-
pendenciesamongcomponents. The secondstepin the process
involvesusingthespeci cationto generatea systemsoftwarestack



package System;

abstract  class HWEvent<T extends EventDataCollector> f
public  byte eventld;

abstract  public  void hwCallBack(T ed);

[¢)

class HWEventHandler<T extends HWEvent> f
public  HWEventHandler(T  obj) f
addHWListener(obj);

9
public  native void addHWListener(T  obj);
9

final  class PhotoCollector extends EventDataCollector f
private final char photoValue;

public  PhotoCollector() f

photovalue = 0;

[¢)
public  char getValue() f
return  photoValue;
g
g

abstract  class PhotoSensorEvent  extends HWEvent<PhotoCollector> f
public  PhotoEvent() f
this.eventld = Events.PHOTOSENSOR;
9
9

package Applications;
class AppPhotoSensorEvent extends PhotoSensorEvent
f

char photoValue;
public  void hwCallBack(PhotoCollector c) f
this.photoValue = c.getValue();
f /* custom handling code */ g
g
g

public  class Application f
public  static void main(String argv[]) f
PhotoSensorEvent photoE = new AppPhotoSensorEvent();
HWEventHandler<PhotoSensorEvent> photoH =
new HWEventHandler<PhotoSensorEvent>(photoE);

RadioRecvEvent rrfE = new AppRadioRecvEvent();
HWEventHandler<RadioRecvEvent> mH =
new HWEventHandler<RadioRecvEvent>(rrE);

TimeoutEvent tE = new AppTimeoutEvent();
HWEventHandler<TimeoutEvent> tH = new HWEventHandler<TimeoutEvent>(tE);

while  (true) f
Clock.sleep();

Figure 2: Using action listenersto handle events.

for a speci ¢ application-deice pair. A compositiontool rei es

the software systemby determiningdependenciesandinstantiat-
ing andcomposinghe componentsFor the approacho be effec-
tive, componentshouldbe ne-grained,andthe compositiontool

shouldbe capableof selectingvariouscomponent®n the basisof

their suitability for speci ¢ platforms.

We have designe@ndimplementedicomponentanguagesalled
BOTS [13] in which componentsalso include the notion of at-
tributes Attributesspecify propertiesof componentsandarein-
stantiatedvith differentvaluesin the actualimplementationsFor
example,a GC componentanhave anattribute specifyingthe ob-
jectheadepverhead Attributesdrive theselectiorof speci c com-
ponentsduring a compositionprocess.A software systemis built
by de ning a setof componentsgonnection@amongcomponents,
and conditionsunderwhich speci c componentsanbe selected.
The compositiontool then analyzesthe componentsdetermines
dependencieamongthe componentsevaluatesthe constrainton
the attributes, and selectsthosecomponentshat satisfy speci ¢
constraints.

Figure 3 shawvs how synthesisand scalingare usedto build a
runtime ervironment. The applicationbinary app:class is ana-
lyzedto determinethe con guration of a runtimeenvironmentfor
app:java. Thesoftwaresynthesisandscalingtool usesthe appli-
cationspeci cation,componentescriptionsandtargetnodechar
acteristicgo build anannotatedomponentiependencgraph.The

v
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Fine-grained
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Native Calls

Download
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Figure 3: Synthesizinga VM for a device and application.

tool thenselectsall componentshatsatisfyspeci ¢ constraintand
buildsaVM binary Duringtheprocessabinaryimagemapstores
variousinformationsuchasaddressesf symbols sizesetc.,andis
usedto patchnative calls madeby the VM application.The nodes
arethenprogrammeadvith the generatedystemsoftwareandvVM
application.

3.3 Application and systemsoftwareevolution

After deployment,applicationrequirementsnay changeor soft-
wareenhancementmayneedio bemade.With synthesizedystem
software, this meanghe updatedapplicationmay dependon addi-
tional systemsoftware components.A mechanisnshouldbe in
placeto allow applicationsand systemsoftwareto evolve in sync.
We supportapplicationevolution by determiningadditional VM
servicegequiredandcomputinganincrementalipdatethatis dis-
tributed with the new application. Incrementabinary updateso-
lutions [22, 12] have beenproposedo reducethe costof sending
applicationandsystemsoftware binary updates. The modi ed ap-
plicationis recompiledandrehuilt, anda diff is computedwith the
original programimage. The diffs areinjectedinto the network,
andabootloademppliespatchedy executingthe scripts.

However, diff algorithmscanonly track structuralchangesand
ignore applicationsemanticchanges.This canresultin unneces-
sarily large diffs causedmainly by codeshifts and have adwerse
impacton the costof programmemoryrewriting at the recipient
node.Whenfunctionsin anapplicationchangethey may grow or
shrink. The resultingcodeshift requiresa large numberof pages
to be rewritten. Additionally, addressesf subsequentunctions
changeand all referencego thesefunctionsneedto be updated.
Thus,evensmallchangesdn applicationstructuremayrequirelarge
diff scriptsto patchthesereferencesandshift code. To dealwith
this, we apply our incrementalipdatetechniquedescribedn [14].
Thetechniqueallows usto capturethe actualchangesasopposed
to structuralchangeshat occurdueto dependencieamongpro-
gramelementsWe describeheincrementalpdatemethodfurther
in Sectior4.3.



4. IMPLEMENT ATION

VMF s alarge framavork, with componentshatencompass
broaddesignspace.At the network managemerievel, a basesta-
tion senesasa repositoryfor applicationclassesandorchestrates
the tasksof synthesisapplicationdeployment, and software evo-
lution. Dueto spaceconstraintswe focuson theimplementations
of the corecomponent®f VMF . The currentimplementatioris
for the Mica family of nodes[5]. Thesenodesmay be interfaced
to externalsensomboardsandinclude512K of external ash mem-
ory. They containthe Atmel ATMegal28microcontrollerf2] with
128K programmemoryand4K internal SRAM.

4.1 Application preparation

Javaclass les containsubstantiasymbolicinformationandre-
dundantconstantpool (CP) ? entries,which male themlarge. In
fact, only 20% of an averageclass le is taken up by the method
bytecodeq21]. The CP itself occupies60% of an averageclass

le. Thus,classcompactioris apriority. Doing soalsoreduceghe
costof transmittingclassesover-the-air for reprogramming. We
distinguishbetweencompactedandcompressedor wire) formats.
Compactectlassesare strippeddown classeghat canbe directly
understoody the executionengine,while compressedlassese-
quire decompressioprior to execution. Compressiory itself is
not helpful becausehe decompressediassmay still betoo large
for enddevices. Compactionis necessarywhile compressiomay
be optionallyusedfor furthersavingsin codedistribution cost.

Our main compactionstratgy is to eliminateredundantstring
informationrepresentingymbolicreference$rom the CP. We en-
codestringsanddirectly refer to theseencodingsn placeof CP
references.This effectively preresolesreferenceswhich is nor
mally doneat runtimein the JVM. Someapplication-speci cCP
entries(e.g.,constantaluesusedby |dc instructions)areretained,
but shiftedoutinto specializedtructuresWe alsoremove classat-
tributesandmeta-informatiomormally usedby detuggersbut not
necessaryor interpretation. Theseoperationsyield 75-80%size
reductionfor classles (Section5).

Runtimeclassrepresentation:

Runtimerepresentationsef classesandtheir instancegobjects)in
mostVM implementationgend to use organizeddatastructures
with pointersto internal details suchas methodtables,etc. We
optedfor a serializedrepresentation.Doing so eliminatesmost
memory pointers,saving at least25-30bytesfor typical classes
dependingnthe numberof methodsjmplementednterfacesgetc.
Also, classesanbestoredin the SRAM or ash (if SRAM space
is limited), with minimal changego the executionengine. Mem-
ory switchesare dif cult with traditional runtime representations
becauseash andSRAM areaccessedery differently With a se-
rializedformat,theonly memorypointersto dealwith aretheclass
structures pointersto static eld tables.Anotheradwantageis that
classandobjectserializationif requiredaremuchsimplerbecause
the representatioritself is serialized. Appendix A describeshe
runtimerepresentatioffor classes.The at classformat, andpre-
resolutionof classreferencesequireda few changedo somelava
bytecodesMost of thesechangesredueto the eliminationof the
CP, andaresummarizedn AppendixB.

The basestationparsesand analyzesclass les. It alsomain-
tainsa registry of classesaugmentedvith metainformationsuch
asdependenciegndreferencego native methods. After classes
areregisteredthey arerewritten to conformto our modi ed byte-

2Theconstanpoolis similar to a symboltable,containingstrings,
classnamesgonstantsetc.,referencedy theclass.

codeformat. During rewriting, targetsof somegoto instructions
needto be x ed,assectionf bytecodecanshift dueto rewriting.

Also, native methodrelocationsarecreatedor methodinvocations
throughthenative interface. Theserelocationsarepatchedafterthe
VM is built andaddressesf native methodsareknown.

4.2 Runtime environment

VMF 'sruntimeenvironmentconsistf aninterpreterbasedsx-
ecutionenginewhich executeslava bytecodea lightweightnative
interfacefor device-speci cfunctions,andOSsupportfor schedul-
ing anddynamicmemorymanagement.

4.2.1 Interpreterimplementation

The exibility affordedby a VM approacicomesat the costof
runtime performanceverhead.Considerablevork hasbeendone
on narraving the performancegap betweeninterpretive schemes
andnative execution[6]. Thisis especiallyimportantin the WSN
domainbecauseerformanceoverheaddranslateto increasecen-
emgy requirements.The mosteffective approacheso mitigatein-
terpretatioroverheaduseeitherJava to native codecompilers[25]
or Just-In-Time (JIT) techniqued3]. Java to native code compi-
lation destrys the platform independencehat we desireand JIT
compilersaremorepracticalon higherendplatforms.

In orderto presere platform-independencaye decidedto op-
timize the interpreterby identifying and addressinghe primary
sourcesf overhead. Interpreteroverheadconsistsof (i) fetching
the next bytecode,(ii) decodingand startingthe instruction,and
(i) executingthe bytecodeimplementation. The rst two steps
constitutethe dispatchoverhead. Whensimple bytecodesare ex-
ecuted the dispatchsequencés comparablén compleity to the
bytecoddmplementationsandincursconsiderabl@verhead.This
callsfor amoreefcient fetchanddecoddoop. A simple switch
baseddispatchschemds straightforvard to implement,but it can
be inefcient dueto rangechecksenforcedby somecompilers.
An immediatealternatve is to usea bytecodeable containingad-
dressesf bytecodémplementationsAnotherapproachhatworks
well in practiceis threadeddispatch[6]. Thereare several varia-
tions of this technique put the fundamentaldeais to incorporate
thedispatchoperationatthetail of every bytecodeémplementation
insteadof returningto a centralinterpreteroop. Classicthreaded
dispatchreplacesbytecodeswith the addressf their implemen-
tationsso the interpretercandirectly jump to the implementation
without ary decodingoverhead. Sincewe useJava bytecode we
cannotdirectly encodeprogrammemoryaddressesvhich aretwo
byteswide on the AVR in the bytestream.Insteadwe implement
our systemin GNU C andapproximatehreadedispatchby using
labelsasvaluesandstoringthemin anopcodetable. Thisis only
an implementationchoice— threadednterpretationcan be real-
ized without this featurein a few lines of assembly Becauseve
have to decodethe bytecodethrougha table lookup, we call this
schemeyuasi-theading Simpli ed versionsof the baseling(non-
threadedpndquasi-threadeahterpreterareshavn in Figure4.

/* NON-THREADEIDISPATCH */ /* QUASI-THREADEDDISPATCH */

while (1) static  void rop.abels = f &&opl, &&op2.. g;

f opcode = fetch _1_byte();

opcode = fetch _1_byte(); goto *(op labels[opcode]);
i = opcode _table[opcode]; opl:
i(); <opl implementation> .

g opcode = fetch _1_byte();

goto *op_labels[opcode];
op2:

Figure 4: Inter preter implementation.

Table 1 summarizeghe overheadsf the dispatchsequencén
various interpretermodes. Classesmay be storedin ash or in



SRAM. Whenstoredin ash, they aresaidto beROMized. SRAM
is scarceput readingbytecodegrom SRAM is fasterthanreading
from programmemory The cycle countfor the decode/stapphase
includesthe tablelookup andinstructionstart. The non-threaded
interpreterusesa functioncall to startthe bytecodeaxecution.lm-
plementingbytecodesusing functions ensuresmaximumbene t
from usingthe ne-grainedupdatemodelwe outlinein Sectiord.3.
Thetablelookup andindirectcall incursa 18 cycle x edcostand
a variable penalty dependingon how mary registersare pushed
by the bytecodeimplementation.Most of the x ed costis dueto
thetablelookup. With the threadednterpretertheinstructionde-
codeandindirect jump to the bytecodeimplementationcosts13
cycles. Theloop countaccountsor the returnfrom the bytecode
implementatiorandjump in the mainloop of the non-threadedh-
terpreter With the threadednterpreterthereis no explicit looping
sincethe interpreteroop is effectively unrolledat the tail of each
bytecodemplementation.

Non-threaded Threaded
ROMized | SRAM || ROMized | SRAM
Fetch 27 13 27 13
Decode/Start 18 18 13 13
Loop 10 6 - -

Table 1: Inter preter overheadsin clock cycles.

Almost all embeddeglatformsin wide usefor WSN research
useRISC processorsbut mostVMs (including VMF ) are stack
oriented. Stackmachinesare popularbecausehey canbe imple-
mentedwith aninterpretermoreeasily For example,operandgio
not needto be directly presentin the bytestreamasthey areim-
plicitly availableonthestack.Also, highlevel languagesreeasily
compiledto stackmachinecode,andthe compiledcodetendsto
be more compactthanregisterorientedcode. Unfortunately this
placesheary demandson the register architectureof the under
lying hardvware. Several researcherbave studiedthe problemof
efciently implementingstackmachinesn software over register
basechardware. Most of thesolutionsrequirearchitecturabupport
suchassuperscalaunits anddeepinstructionpipelineswhich are
not available on the devicestypical in WSNs. The stack-rgister
impedancamismatchcausesereral datamemoryloadsandstores
becausehe bytecode stack,and VM registersarein dataspace.
In somecasesit is helpful to placekey VM registerssuchasthe
stackpointer currentframe pointetr andinstructionpointerin ac-
tual hardwareregisters.However, reservingoo mary registerswill
eventuallyreacha point of diminishingreturnsdueto limited alter
nativesfor the native compilers registerallocation.

Although even carefully crafted interpreterscannotmatch the
performanceof native execution,the bene ts of the VM approach
outweighthe moderateperformancegenaltythatis incurred. We
believe the useof threadeddispatch,register mapping,and other
optimizationswheneer possible,strikes a right balancebetween
performancendplatformindependence.

4.2.2 Bytecodamplementation

We designedhe implementationof the JVM instructionsetin
VMF to be e xible alonga numberof dimensions.For example,
thebytecoddetchis implementedisamacrothatis selectediuring
synthesifrom afamily of macrosdependingon whereclassesare
stored( ash or SRAM). Non-threadedand threadedversionsare
alsoselectedluringsynthesiglependingonwhichinterpretemode
is used.A typicalimplementations shawvn in Figure5 for theiinc
(incrementlocal variable by constant)Java bytecode. Bytecode

#if QUASLTHREADED val = (sd)stack _frame _getlocal( local _num );
f I+ sign extend the const to a byte */

instruction _inc: val += ((s1)(fetch _1_byte())):
#else
void instruction -inc() stack _frame _setlocal( local _num, val );
#endif g
f #if QUASLTHREADED

ul local _num; opcode = fetch _1_byte();

s4 val; goto *opcode _labels[opcode];

g
local _num = fetch _1_byte(); #endif

Figure5: Bytecodeimplementation.

implementationsary in compleity, but aresimilarin structure.

Interpreterdesignsprefer jump instructionsto function calls to
executebytecodeimplementations.We usethis approachin the
quasi-threadedersionof the interpreter However, this increases
thecostof extendingVMF atruntimeif necessaryUsingfunctions
to implementbytecodesallows more ne-grained evolution. The
tradeofs aredescribedurtherin Sectior4.3.

4.2.3 Nativeinterface

VMs requireacces$o native functionsin orderto performmean-
ingful operationsthat dependon underlying OS services. VM
providesa lightweight native interfaceto provide low-level access
to device-speci cfeaturesNative interfacesareimportantbecause
someWSN applicationscanbene t by doingtheir own specialized
hardware resourcemanagementlt is alsouseful for implement-
ing critical sectionsof computatiorthat needgreaterexecutionef-

ciency thanpossiblewith interpretedbytecode. The VM-native

layer boundaryis a classictradeof betweenefciency and e x-
ibility. A thin native layer that pushesfunctionality to the VM,
increasegortability and may also decreasehe static footprint of
the implementation.However, performances worse,which often
justi es a larger native layer Also, having an expressie native
interface allows for efcient application-l&el control over lower
layerfunctions.

VMPF 's native interfacemapsJava typesto native types,andex-
ports a setof routinesthat passparameter¢o and from the Java
stack. Native methodimplementationsan usetheseroutinesto
safelyexchangedatabetweerthe VM andnative dataspacesFig-
ure 6 containsan exampleof a natve methodimplementatiorthat
usestheseexchangeoutines.The currentnative interfacedoesnot
supportthe ability to accesslava referencegwith the exceptionof
arrays)from the native side. Althoughwe have found the current
interfaceto be morethansufcient for implementinga usefulna-
tive layerfor VM accesswe planto addcomprehense supportfor
VM dataspaceaccessn thefuture.

Native functionsarestaticallylinkedinto theVM whenit is built.
After building the VM, addressesf native methodsarereadfrom
theVM binaryandpatchednto the methodheadersn theapplica-
tion classes.Thus, the patchingprocessnteractswith our linker,
which we describein Section4.3. The methodheadeffor a native
methodsetsthecodelength eld to O, with theaddress eld set
to the actualaddresf the native implementation.Methodinvo-
cationinstructionscheckthe codelength eld to determineif a
native call or virtual methodcall is to be made.

We have implementedhative interfacesfor the Mica platform.
Theseincludetheradio, UART, timers, sensomoards Jeds,inter
nal EEPROM andexternal ash. Synchronousndasynchronous
interfacesareprovidedwhenrelevant. We choseo implementmost
of theinterfacesusingstaticnative methods Using Java interfaces
to representbstractclasseghat can be implementedby device-
speci ¢ classess more elggant, but interfacemethodinvocations
tendto be inefcient, asinterfacevtablesneedto be searchedat
eachinvocationfor theimplementingmethod.



/I Java class
package senses.platform.mica2.net;

public  class CC1000 f
static byte state;
static  f

CC1000.init();

9
private  static native  void init();
public  static native byte sendRadioMsg( byte []data,
public  static  native byte asendRadioMsg( byte [data,
public ~ static  native byte sendRadioMsgUntilTimeout

( byte [ldata, char sz, long ms);
public  static  native char recvRadioMsg( byte [ldata );
public  static  native char arecvRadioMsg( byte [ldata );
public  static native  char recvRadioMsgUntilTimeout

( byte [ldata, long ms);

char sz );
char sz );

g

/* Native (C) implementation */
RETURNTYPBYTE Java -CC1000_sendRadioMsg()  f
JReference  array ref;
ul result, n;
ul *buf;

array ref = GetReferenceParameter( 1)

n = (ul) GetCharParameter( 0);

buf = (ul *) GetArrayContents( array ref );
result = send_.radio -msg( buf, n);

ReturnByte(  result );

g

Figure 6: CC1000radio native interface.

4.2.4 Opemting systensupport

OS [19] is a scalablecomponent-basedperatingsystemthat
implementslevice drivers,memoryandresourcananagemengnd
providesthe concurreng framevork necessaryor scheduling/M
tasksandlow level eventhandlerslt currentlyidenti es two kinds
of tasks: long runningtasks(LRT) and run to completiontasks
(RCT). LRTs denotecomputationghat typically spanapplication
life time, and canblock, yield to othertasks,andbe rescheduled
by the scheduler An exampleof a LRT is the VM interpreter
RCTsdenotesmallamountf computatiorthatmustbeperformed
quickly (typically, eventhandlers).RCTsdo not block, and have
higherpriority thanLRTs. Whenthe scheduleselectsa LRT task
for execution, it runsuntil it yields to the scheduleror until an
eventoccurs.If theLRT yields,the scheduleselectsanothedl RT
for execution. If aneventoccurs,the LRT is preemptedand the
RCT associatedvith the eventis executedto completion.

Sensor | Receive
RO e

sp
- =
S
TimerRCT | SP g - E
» Beacon
Scheduler Interpreter task

Scheduler Interpreter Beacon
thread thread

Figure 7: VMF concurrency example: running threethreads
with outstanding events.

Figure 7 shavs a Java applicationexecutingin parallelwith a
beacorthreadwhich transmitsradio beaconsperiodically Thisis
typical in applicationsthat require dynamicrouting tree mainte-
nanceasabackgroundservice.Theinterpreterandbeacorthreads
arerepresentethy LRTs andareboundto separatexecutioncon-
texts. The schedulerunsall RCTson its own stack,andswitches
betweendifferent LRTs basedon task priorities and scheduling
policies. The interpreterexecutesbytecodeauntil it encountersa
blocking call, in which caseit yieldsto anotherthread,or is inter-
ruptedby the hardware. Controlis thentransferredo the kernel
schedulerwhich schedulesll RCTsfor executionbeforeresum-

ing theinterpreterthread. In our currentimplementatiorfor Mica
nodeswe allocate256 bytesfor all non-mainstacks. The costof
switching betweendifferent executioncontets on the Mica plat-
form is about100 clock cycles. We are currently examiningvari-
ousschedulingpoliciesthat may be selectedy the synthesidool
basedon applicationand hardware characteristics.Simple appli-
cationsmay usea scheduleoptimizedfor managinga few tasks,
while morecomplex applicationswill usemoreadwancedpolicies
suchaspriority-basedscheduling.

0OS  alsocontainsa two level memorymanagemensubsystem
for managingSRAM. A low level managetakescareof allocating
stacksneighbotlists, andradiomessaggueuesA VM level man-
agerhandlesallocationrequestgor applicationobjects,andimple-
mentsa mark-sweepgarbagecollector [27]. The VM's memory
managercontainsa region-basedallocatorin which regions con-
solidatea x ednumberof memoryobjects.This allows sharingof
objecttypeinformation,size,andother elds usedby the garbage
collectorreducingthe averageobjectheaderoverhead.The appli-
cationsconsideredn this paperwere written with the selectin-
terfaceanddid not requireobjectallocation. Applicationswritten
using the action listener model use dynamically allocatedevents
andeventhandlers.

4.3 Incrementallinking and extensibility

Theincrementalinker addstremendouse xibility to our frame-
work, asit providesa ne-grainedyet generalmodelfor extensi-
bility. While it is primarily intendedto allow for seamlesvolu-
tion of systemsoftwarewith applicationsalmostary functionality
canbe incrementallyadded. The linker is also usedto patchna-
tive methodcalls during classregistration. The incrementalinker
is only neededf applicationevolution is likely, in which casethe
necessaryodedistribution and bootloaderroutinesare included
in the systemsoftware. Otherwise,a standaloné/M-application
compositebinary canbe programmednto the node.

Our approachs primarily basedon the ideathatdeltasizescan
be reducedif codeshifts arereduced.Especiallyin small, incre-
mentalupdatege.g.,a function grows by a few statements)code
shiftsre ect structuralchangesandnot necessarilychangesn ap-
plication semantics.To dealwith the complicationsof codeshift
when systemsoftware needsto change,we modi ed the linking
procesdo functionincrementally Whenlaying out codein mem-
ory, functionsare provided with a smallamountof slop space.lf
an updatecauses functionto shrink or grow, it cando so with-
out runninginto the following function. If anover ow occurs,it
is moved to a freshregion with additional slop, without shifting
subsequentode. Only referencego shifted functionsneedto be
patched.This effectively ensureghatthe diff processs driven by
changesn applicationsemantics.The pagesof ash thatneedto
be rewritten are diffed with correspondingpagesfrom the previ-
ousimage,anda concisedeltais generatedThis schemeaesultsin
substantiabavingsbothin deltasizeandnumberof pageghatneed
to berewritten, over non-incrementahpproachegSection5.6). By
makingthelinkerincrementaltheprograms structurakhangesire
proportionalto thesemantichangesdn theapplication.As aresult,
computinga diff betweerthe original programmemoryimageand
the updatedmageresultsin deltasthatare consistentvith the ex-
tentof actualadaptation.

Therearetradeofs in usingthe incrementalinker whenfunc-
tionsareinlinedandcompiledwith optimization.With thethreaded
interpreterbytecodeémplementationsireeffectively inlined in the
interpretetoop, creatingalargeinterpreterfunction. If severalnew
bytecodesare addeddue to applicationchangesthe entireinter
preterfunction needgo be shifted. A non-threadedhterpreteron



the other hand, is not affected by the addition of newv bytecodes
— only theindividual bytecodemplementationseedto beadded.
Evenin suchcasesysingtheincrementalipdatemodelmaintains
its advantagesover purediff or whole systemreprogrammingap-

proachesDetailsof thelinker maybefoundin [14].

5. EVALUATION

To evaluateVMF |, we rst studiedthe relative tradeofs of the
interpreterimplementationsutlinedin Section4.2.1. Theresults
of theseexperimentsmotivatedthe useof the threadednterpreter
with ROMized classesn subsequengxperiments.We alsowrote
anumberof applicationdn VMF |, TinyOSandMaté's networking
variant(Bombilla), and performedcomparison®f their staticand
dynamicmemoryfootprints,and CPU overheads.Theseincluded
simple applicationssuchasCntToLeds(CTL), CntToRfm (CTR),
RfmToLeds(RTL), and Sense®Rfm (STR), similar to the exam-
plesprovidedin the TinyOSdistribution. To evaluatea moreprac-
tical networking application we implementeda multihopdatacol-
lectionsystem(Suige) usingour system.Performancstudiesvere
donemainly throughsimulationsin the AVRORA framework [24]
with custommonitorsto extractinformationsuchasbytecodeover-
heads,interpreterinstructionissuerate, memoryusage etc. Due
to AVRORA's simpli ed radio model, the Suige applicationwas
evaluatedwith a real deployment. In additionto the basicexper
iments, our evaluationfor Suige included actualdeploymentsin
which we measuredhe paclet delivery ratio for varioustopolo-
gies. Finally, overheadsn updateswere evaluatedby performing
transformationbetweerapplicationpairsandgeneratingleltas.

5.1 Interpreter performance

We comparedhe performancef thenon-threadedndthreaded
interpretersyusingthreesynthetichbenchmarksThe parametersf
interestare averageinstructionissuerate,and bytecodeexecution
costs.All threetestsinvolved computatiorin tight loops,andmea-
surementsveremadefor runslasting480secondsThe rst testis
aloop with simplearithmeticwhichwhencompiled,containsonly
simplebytecodesuchasiinc andbipush. The secondestevalu-
atesthe costof virtual methodinvocationby performingthe same
computationin a virtual methodinvoked from theloop. Thethird
testis atight loop containinga singleinvocationof a simplenative
method to evaluatethe costof native methodinvocation.

Non-threaded Threaded
ROMized ROMized % SRAM %
| 69994.55 81019.32| 15.75| 114306.32| 63.31
1l 38712.34 47585.66| 22.92| 56992.42 | 47.22
[} 27346.31 30900.75| 13.00| 31162.05 | 13.95

Table2: Inter preterinstruction issuerate (instructions per sec-
ond).

Table 2 shavs the instructionissueratesof the two interpreter
variants,with classesstoredin ash andin SRAM. The percent-
ageimprovementreporteds with respecto thenon-threadeéhter
preterwith ROMizedclassesThreadednterpretatioryields15-20
percenimprovementin issueratewith ROMizedclassesandupto
60 percenimprovementwith classesn SRAM. Thethird testdoes
notyield comparablémprovementwith classesn SRAM because
of anissuewith the C compilerthat forced us to manuallypush
certainregistersonto the stackprior to the native methodinvoca-
tion. Althoughissuerateis much higherwith classesn SRAM,
SRAM memoryis scarceon the ATMegal28,andmay be a more
suitablecon guration on platformssuchasthe Telos. The appli-

cationcomparisonin thefollowing sectionsvereperformedusing
thethreadednterpretemwith ROMizedclasses.

The numbersindicatethat reductionin instructionissuerate is
about45 percentfor virtual methodinvocationand 60—70percent
for native methodinvocation.Theapparenslon down is causedy
two factors. First, virtual methodtablesrecordmethodaddresses
using4 byte elds thatneedto be parsednto 2 byte programmem-
ory addressesnthe ATMegal28.Thecodelength eld alsoneeds
to be checled, to decidebetweena native andnon-natve method
invocation. Second,for natve methods,several cycles may be
spentin the native layer, outsidethe interpretedoop. Thus,thein-
structionissueratewill decreasevhenspecializedcomputations
implementedhatively, but theeffective CPUutilizationof theappli-
cationwill behigher Thisalsoappliesto comple bytecodeémple-
mentations.For example,the threadednterpreterwith ROMized
classedhasanoverheadf 40 cycles(Tablel). With asequencef
trivial bytecodesuchasbipush, the interpreteroverheadwill be
nearly50 percentgventhoughinstructionissueratewill behigher
thanwhenexecutingcomple bytecodesThis suggestshatit will
be bene cial to identify patternsof computationin anapplication,
andisolatetheminto complex application-speci chytecode$20].

Bytecode cycles cy cles
bipush 48.0 0.0

jadd 50.0 0.0

goto 59.0 3.67
return 159.06| 6.45
putf ield 238.10| 7.88
getf ield 311.13| 9.11
inv okestatic 461.18| 10.92
inv okevir tual | 546.22| 11.97

Table 3: Bytecodeoverheadin clock cycles.

Table 3 shaws the averagecostin cyclesof selectedbytecodes.
Thenon-zerostandarddeviationsaredueto brancheswithin byte-
codeimplementationsandcanvary acrossapplications Although
bytecodeganberigorouslyoptimized performancevill belimited
by the overheadsnherentin the stackorientedJVM architecture.
For example, the iadd bytecodecosts50 cycles, while a native
implementatiorof 4 byte signedadditioncostslessthan10 cycles.
Moreover, theJVM speci cationrequiresstackentriesto be4 bytes
wide, which resultsin expensve stackoperationsmostof theval-
uespushedon the stackare 1 or 2 byteswide, but are promoted
to 4 byte valuesprior to pushing. This alsomakesthe implemen-
tation of optimizationssuchasstackcachingdif cult becausghe
numberof possiblestackstatesbecomesvery large. It is possible
to implement2 byte stacks,but this requiresmodifying the Java
compiler

5.2 Application development

The basic applicationswe consideredchave very simple oper
ational patternseasily expressedusing synchronousative calls.
Sumgewasimplementedusingthe selectinterface. A snippetfrom
the Suige applications coreis shavn in Figure8. Sumgeis a mul-
tihop applicationin which nodestake photo sensorreadingsev-
ery 2 secondsandsendthemto a basestationthrougha multihop
routing layer The multihop routing algorithmis similar to the al-
gorithmusedin TinyOS, andis implementechatively. The Suige
implementatiorin Maté alsosendsdatato the basestationusinga
sendprimitive, which is implementedn the native multihop rout-
ing component.The routing servicehandlestree maintenancéy
periodictransmission®f beaconsontainingneighborhoodnfor-



mation.Eachnodeselectsa parentasednestimatedink qualities
of immediateneighbors.

SurgePacket  sgPkt;

char eList, eVector;

byte sHandle;

sgPkt = new SurgePacket();

evList = Select.setEventld( eList, Events.TIMEOUT | Events.RADIO _RECV);
sHandle = Select.requestSelectHandle();

char val;

Clock.startTimeout( 2048 );
while  (true) f
eVector = Select.select(sHandle, eList);
if  (Select.eventOccurred( eVector, Events.TIMEOUT )) f
val = PhotoSensor.sense();
sgPkt.setReading( val );
Surge.sendPacket( sgPkt );
Clock.startTimeout( 2048 );
g
else if (Select.eventOccurred( eVector, Events.RADIO _RECV)) f

handleRadioEvent( sgPkt ); // if base, forward to uart

9
9

Figure 8: Surgeapplication snippet.

The multihop routing serviceincludesa beaconthreadthat pe-
riodically sendsout beacongfor dynamictree maintenanceind a
secondthreadfor processingncoming paclets. Thesetasksand
the interpretertask are scheduledas LRTs, with context switches
occurringwheninterrupts re.

5.3 Memory footprint

Figure 9 shaws the total size of all the classesn eachappli-
cation. Eliminating redundaniCP entriesand bytecoderewriting
yields savings of 75—-80%in classsize. Sizesof class les canbe
reducedeven further, if applicationextractiontechniqueq23] are
used.Sincewe donotuseapplicationextraction footprintsof some
applicationsaresimilar becauséhey includea commonsetof sys-
tem classeqe.g.,Led CC1000Q evenif they invoke only a small
subsebf themethodsxportedby them.
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Figure 9: Original and compactedclasssizes.

As a result of using software synthesis,only bytecodeimple-
mentationgthat are usedby the applicationareincluded. This is
signi cant becausenostapplicationauseonly asmallsubsebf the
JVM instructionset. CTL, CTR, RTL, and STR all useapproxi-
mately 10% of the instructionset, while Suige uses14.5%of the
instructionset.

Figure 10(a)summarizeshe programmemoryfootprintsof the
applications,and the breakupbetweenthe application,VM, and
0S.Both TinyOSandMaté bene t from beingbuilt usinga single

generatedource le, which allows for betterinlining, deadcode
andvariableelimination,andotherinter-procedurabptimizations.
For theseexperimentswe usedthe standalonemodeof the VM,
with the VM binary andapplicationbytecodesashed in together
Thus,the codedistribution andbootloadercodearenotincludedin
thefootprintsshavn. Miscellaneousodesuchasstandardibrary
functions, and startupcode insertedduring the nal link arein-
cludedin the OSfootprint. By building upona comprehensk ser
vice suitein the systemsoftware,classhinariesbecomeextremely
small. Thislendsto ef cient applicationdistribution, whichis crit-
ical in the presencef stringentenegy andbandwidthconstraints.
Mostembeddegbrocessorin WSNsareRISCarchitectureschar
acterizedby very large codesizes. Thus,the potentialenegy sav-
ingsin codedistribution aresigni cant.

For comparisorwith Maté, we usedthe Bombilla variantwhich
hasa ash footprint of 38K. It includesthe multihop routing and
codedistribution componentdy default, and always containsall
bytecodeimplementations.It alsoimplementsa capsuleanalyzer
to determinesharedresourcesisedby capsulehandlers.for im-
plicit synchronizatiorbetweencontets. Thus, Maté's approach
is to supportlow-costapplicationreprogrammabilitywithin a do-
main, at the expenseof a one-timedeploymentof alarge VM. A
signi cant domainshift, however, will necessitatdeploymentof a
new VM built from scratch.

Figure 10(b) givesthe SRAM footprintsof the applications. It
alsoreportsthe maximumstackdepthsand dynamicmemoryus-
ageobsened during execution. For VMF | the Java stackdepth
is alsoshavn. As mentionedearlier the JVM requiresstacken-
triesto be4 byteswide. For example,althoughthe maximumJava
stackdepthfor CTL is 44 bytes, this correspondgo 11 pushes.
Thelargerdatasectionin VMF is mainly dueto thethreadednter-
preters opcodetable,which is betweerd0 and 70 bytesfor these
applications.In additionto objectscreatedat runtime,the VM dy-
namicallyallocatesstructuresuchastheclasstableand eld tables
at startup. The applicationswe consideredlid not requiredynam-
ically allocatedobjects,exceptfor a Surge paclet objectcreated
in the Suge application. The OS also usesdynamicmemaoryfor
stacks messagduffers, executioncontet state,andneighboren-
tries as neededwithin the routing component.Both TinyOS and
Maté staticallyallocateall their variables,which is why the foot-
printsarehigherfor the Suigeapplication.Maté's applicationfoot-
printis minimal, dueto the specializednstructionset. Application
capsulesareinjectedat runtime, andloadedin SRAM for execu-
tion.

5.4 Energy overhead

In orderto maximizeapplicationlifetime, most WSN applica-
tionsplacenodesn asleepstatefor mostof thetime, wakingupin-
termittentlyto handleevents.To satisfythis requirementthe over
headsof the systemsoftwareitself shouldbe low. We measured
active timesfor thetestapplicationsover 480 secondsimulations.
Theresultsareshavn in Table4, with correspondingiumbersor
TinyOSandMaté implementations.

Application | VMT | TinyOS | Maté
CTL 0.23 0.06 6.14
CTR 6.48 6.13 6.43
RTL 6.04 5.65 6.63

STR 5.92 5.78 6.62
Sumge 6.09 5.90 6.20

Table 4: CPU activity as percentageof total time in active
mode.
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Figure 10: Memory footprints of application and systemsoftware.

VMF 'soverheads higherthanTinyOS primarily dueto the OS
schedulerIn TinyOS,the FIFO scheduleschedulesasksthatrun
to completionwithoutary context switchingrequired exceptwhen
eventsoccur in which caseshortrunning event handlersare exe-
cuted. In additionto the scheduleroverheadthe interpreterand
bytecodeoverheadsontrikute to the active time. However, these
overheadsrenot assevereasthe schedulerespeciallyin applica-
tions that sleepmostof thetime. VMF comparedavorably with
Maté. Maté's overheadsare mainly dueto schedulingleachbyte-
codeis executedasa TinyOStask),andthecodeupdatemechanism
which runsin thebackground.

5.5 Surgeevaluation

Weimplementedumgein VM andcomparedheaveragepaclet
delivery ratio with TinyOS and Maté. The main objective wasto
determindf theadditionaloverheadsn systensoftwareresultedn
ary noticeabledegradationin the communicationayer A collec-
tor atthebasestationprocessegacletsrecevedfrom the network
during 30 minuterunsto computepaclet delivery ratio.

All Sumge androuting serviceparametersvere identicalin the
threesystemsTheroutingcomponentransmitsabeacorevery 20
secondswith parentselectionperformedevery 5 beaconsSensor
readingsaretransmittedevery 2 seconds We repeatedhe experi-
mentwith a5-hopchain,and2x2,3x3,and4x4 grids,with thebase
stationplacedat a cornerof the mesh.Paclet delivery ratioin ary
topologyis affectedby a numberof factors. During a run, a sin-
gle nodemaybecomea transitpoint for multiple disjoint pathsand
chole descendanti® thosepaths.In grid topologiesnodeschange
their parentrelatively frequently especiallyin the presenceof a
numberof candidateneighbors.For fair comparisonwe avoided
theseeffectsby settingup a x edroutingtree. Nodescontinueto
sendbeaconsandincur the overheadof parentselection,but the
parentselectionfunctionis forcedto setthe parentto a x ednode.
Radiotransmissiorpower was at a low settingto reduceconges-
tion.

Table5 shaws the paclet delivery ratiosfor the topologiescon-
sidered.In the sparsettopologies,in-degreesof nodesareusually
low resultingin higherdelivery ratios. The 4x4 deploymentis af-
fectedby higherin-degreesjargernetwork diameterandcollisions
in denseneighborhoodsTheresultsarecomparablenall systems.

5.6 Incrementallinking
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Topology | VMF [ TinyOS | Maté
2x2 97.60| 99.15 | 98.60
3x3 92.44| 92.32 | 90.77
4x4 78.10| 79.32 | 77.24

5hopchain | 95.66 | 98.88 | 93.47

Table 5: Surgeaveragepacket delivery ratio.

Theincrementalinking techniquevasdesignedo reducetheef-
fectsof codeshift. Mostupdatesn deployed WSNapplicationsare
likely to beincrementain nature.In somecasescompleteretask-
ing maybe necessaryEvenin theseextremescenariossigni cant
portionsof the systemsoftwaresuchasdevice driversmay remain
thesame.

To evaluatetheupdatemechanisns performancewe incremen-
tally transformedCTL to CTR, andthenCTR to Sumge. CTL to
CTR requiresthe additionof communicatiordevice driversat the
systemsoftwarelevel. CTR to Sumge requiresthe addition of the
multihop routing component. Even in applicationupgradesthe
systemsoftwaredeltatendsto be muchlargerthanthe application
delta.

Table 6 shavs the two updatescenariosve consideredIn both
experimentsthe non-threadedersionof the interpreterwasused.
In Table7, the copy, run, andadd instructionsarediff-script op-
codes. The copy's copy datafrom the existing image,while run
andadd opcodesintroducenew data. The datacolumnindicates
thetotal size of the addeddata,opcodesandaddresgablesin the
diff encoding.The percentvalueof thenew binarysizeis themea-
sureof improvementover whole systenreprogramming.

Applicationpair | Oldsize | New size
(bytes) | (bytes)

CTL! CTR 16795 29239

CTR! Sumge 29239 34834

Table 6: Incrementalupdate scenarios.



Application copy | run | add | Data %
pair (bytes) | Binary
Purediff
CTL! CTR | 1125| 6 | 671 13233]| 45.26
CTR! Sume| 1426| 5 | 812 | 15280 | 43.87
Incrementalinking
CTL! CTR | 884 | 13 | 495] 9070 | 31.02
CTR! Sumge| 734 | 15 | 428 | 8161 | 23.43

Table 7: Deltafootprint with purediff and incrementallinking .

Both diff and incrementallinking approacheperform signi -
cantly betterthan whole systemreprogramming. Delta sizesfor
incrementallinking are 30-45 percentsmallerthan the pure diff
delta. For updatesthat are more incrementalin nature,suchas
modifying a few functionsasopposedo introducingnew onesin
an applicationupgrade the bene ts of the incrementalapproach
will bemoresubstantial.

6. CONCLUSION

Developingapplicationsn mainstreandistributedsystemss dif-
cult. WSNsposeadditionalchallengesiueto diverseplatforms,
large scale,andresourcdimitations. Meetingthe impressve po-
tential of WSN applicationsorecasty researchers variousdis-
ciplinesis only possiblewith the right systemsoftware. We have
suneyed the critical challengesn ensuringlong-termviability of
WSN applications,anddescribeda framevork which implements
a VM approachto preparefor the heterogeneityikely in realis-
tic deploymentsin the nearfuture. Through ne-grained software
synthesiof a virtualizedarchitecturean optimizedexecutionen-
gine,anda e xible modelfor extensibility, theframevork achieves
a balancebetweena numberof competingconcerns.Althoughit
implementsa VM approachandis tailored aroundthe JVM, we
believe other systemsoftware approachesanbene t from using
softwaresynthesisn tandemwith incrementalinking for applica-
tion andsystemsoftwareco-evolution.

6.1 Futurework

VMF is ongoingwork, andwe arein the procesf implement-
ing the framework on various platforms. We are also exploring
the VM designspaceto understandvhat programmingand com-
putationmodelsare suitablefor WSN applications. Our experi-
enceswith VMF suggesthatan ef cient computatiormodeland
well designedOS supportare prerequisitesor the viability of the
approach.In particular we will evaluateoptionssuchasregister
orientedVMs thatmay yield betterperformanceon the RISC mi-
crocontrollerstypical in WSNs. Using registerorientedVMs that
arecloseto the native architecturenayalsoenabldightweightJIT
compilers.We alsoplanto explore variousinstructionsetstailored
to speci ¢ applicationdomains. We anticipatethat further stud-
ieswill leadto morepowerful programmingnodels bettersystem
software,andhintsfor architecturathoicesin sensomodedesign.
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APPENDIX
A. CLASSFORMAT

Method invocationinvolves obtaininga pointerto the method
headerfrom the vtable. Fromthe headerthe codelength,number
of amguments,local variables,and methodaddresstself are ob-
tained.A subclassncludesthe vtableof superclassesothatinvo-
cationsof methodsmplementedn superclassesanbe donewith-
out having to searchthroughthe classhierarchy Native methods
have their codelength eld setto 0 sothatanindirectcall canbe
madeto thefunctionattheaddresspeci edin thecodearea.The
ivtable is essentiallya mappingfrom interface methodsto their
implementations.Invoking an interface methodinvolves search-
ing for theinterfacein theiv table andobtainingtheimplementing
methods index in the vtable. The instance(or object)formatis

FIELD SIZE | DESCRIPTION

class _addr ess 4 classaddresg ash/SRAM).

class siz e 2 classsize(bytes).

class _id 2 encodingassignediuringregistration.

super _id 2 classID of thesuperclass.

n_inter f aces 1 numberof interfacesmplemented.

n_ventr ies 1 numberof methodsn vtable.

sf _table _leng th 2 lengthof static®eld table(bytes).

if _table _leng th 2 lengthof instance®eld table (bytes).

main _id 1 vtableindex of mainmethod.

clinit 1 vtableindex of staticinitializer.

Interfacelist

inter f acel D 2 encodingassignedo theimplementedn-
terfaceduringregistration.

n_ventr ies 1 numberof methodsmplementedor this
interface.
Vtable

codeaddr ess 4 addres®f methodheader

Interfacevtable(s)

Interfacei

I m1lindex 1 vtableindex of ®rstimplementednethod.

I m2index 1 vtable index of second implemented
method.

Methodsection(s)

Methodheader

I code_leng th 2 methodcodelengthin bytes(0 if native).

! n.args 1 numberof agumentgo method.

! n_locals 1 numberof local variablesin method.

I code - bytecodefor method,or native addressf
methodis native.

simplya attenedinstanceeld tableprecededy anobjectheader
which includesinformationrequiredby the garbagecollectorand
metainformationaboutthe object’s classtype.

B. BYTECODE EXTENSIONS

Sizesof bytecodeoperandsf ary, areindicatedin parenthe-
ses. Most of the changesare due to the elimination of the con-
stantpool (CP). For example,in the JVM, the two byte agument
to thecheckcast instructionis anindex into the CPwhich contains
thereferencedtlass. Sincewe preresole referencesthis index is
replacedby theruntimeencodingof thereferencealass.

BYTECODE
Idc f descr iptor (2) g

DESCRIPTION

descr iptor [15:14] indicatessize of
constant, [13:0] encodesoffset into
specializecconstantable.

cid is the 2 byte encodingassignedo
theclassduringregistration.

cid andf id arethe 2 byte encodings
assignediuringregistration.

check cast; instanceof ; new
fcid(2) g

getf ield; putf ield

getstatic; putstatic
fcid(2gf fid(2)g

inv okeinter f ace cid and mid arethe 2 and 1 byte
inv ok especial encodingsssignediuringregistration.
inv okestatic f cid (2) gf mid (1) g| Index mid of the vtablepointsto the
headef the methodto beinvoked.
Object is retrieved at offset o from
top of stack. Index mid of the ob-
ject'svtablepointsto theheadeof the
methodto beinvoked.

Same as JVM speci®cation, with
paddingremoved.

inv okevir tual
fo(1l) gf mid (1) g

look upsw itch; tablesw itch




