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Abstract

Wth sensornetworksexpectedto be deployedfor long
periodsof time the ability to reprogram themremotelyis
necessanfor providing new services,xing bugs,and en-
hancingapplicationsand systensoftwae. Giventhe ervi-
sionedscalesof future sensornetworkdeploymentstheir
restrictedaccessibilityandthelimited enegy and comput-
ing resoucesof sensos, transmittingraw binary imagesis
inefcient. We presenta techniqueto minimizethe costof
application evolution by remotelyand incrementallylink-
ing updatedmodulesat the basestation, and distributing
deltasof the pre-linked softwae modulesThis paper pro-
videsdetails of our implementationsomepreliminary re-
sults,and surveys critical reseach issuesin developinga
compehensiveramevork for reprogrammingsensornet-
works.

1. INTRODUCTION

Wireless sensornetworks (WSNs) are large networks
of deeply embeddeddevices that coordinateto perform
continuoussensingtasksover large spatial and temporal
scaleq1]. By providing ne-grainedandunintrusive mon-
itoring in real-time, WSNs allow tight integration of the
physical world with a computing systeminfrastructure.
WSNs have beendemonstratedo play an importantrole
in arich variety of applicationssuchasenvironmentaland
civilian infrastructuremonitoring[6], wildlife tracking[19],
military sunweillance etc.

Many of these applications have reprogrammability
needsrangingfrom parametechangedor ne-tuning ap-
plications, to whole system reprogrammin(re ashing).

1 Whole systemreprogrammings the procesof erasingthe program
memoryanduploadinga new binaryimage.

Dependingon the application,updatesmay be pushedby
theprogrammeto thenetwork, or pulledby self-tuningap-
plications.Giventhe inaccessibilityof sensingdevicesdue
to large scale deployment in physical settingsthat may
be impossibleto reach,it is critical to anticipatestrate-
gies for software evolution in the early stagesof system
design.

The ability to remotelyreprogramsensomodesis nec-
essaryfor several reasonsFirst, the scaleand distributed
natureof WSN applicationamakesit dif cult to getthings
right the rst time.Bug x es,run-timeapplicationadapta-
tion and other software maintenanceoncernscan be ad-
dressednly by employing a reprogrammingnechanism.
Second,applicationspecializationto optimize enegy us-
age and performancefor network longevity may be pos-
sible only at run-time. WSNs tend to be highly sensitve
computingervironmentsin which smalllocal changesan
effect signi cant global consequencedormally, anideal
con guration canonly be attainedempirically at run-time,
becausdt is notpossibleo anticipateavery applicationsce-
nario.For example,it maybenecessaryo choosearouting
protocolfrom a protocolsuite at run-time,suitedto preva-
lent conditions[14]. Similarly, knobssuchaspower man-
agementradio frequeng modulationanddynamicvoltage
scaling algorithmsmay needto be adjustedat run-time.
Third, it is likely that someWSNs will be deployed for
long periodsof time and provide differentservicesat dif-
ferenttimes. Due to storageconstraintsjt is infeasibleto
load all theseservicesinto the nodesprior to deployment.
Instead applicationsandservicescould be swappedn and
out dependingon contexts of usesuchascurrenttime, lo-
cation,userinput,andervironmentalstimuli. Run-timeser
vice compositionis alsousefulin context-awarepenasive
computingenvironmentswith smallcomputingdevices[3].

Reprogrammingnechanismshouldsatisfythe follow-
ing constraints:

1. UnintrusivenessWSNs are tightly coupledto their



surroundingervironmentand are often physically in-
accessiblencedeployed. Reprogrammingshouldbe
possible without physical accessto the nodes,and
wirelesstransmissiomf updatess theonly acceptable
solution.

2. Lowoverhead:To facilitatedensedeploymentsnodes
are designedto be inexpensve and thus limited in
theirenegy supply computingresourceandform fac-
tor [15]. Mechanismsfor reprogrammingshould be
efcient so asto not stray from the original objec-
tive of long-termsensingAlso, reprogrammindnasto
take placefairly quickly. Applicationsmay have real-
time constraintsand a lengthyreprogrammingphase
canviolate the continuousmonitoringrequiremenbf
someWSNs. Consequentlycommunicationand pro-
grammemoryrewriting shouldbe minimizedasfaras
possible asthesearethe mainbottlenecks.

3. Resouce awareness:Node-residentsoftware neces-
saryfor reprogramminghouldnot be computeinten-
sive, andshouldhave low memoryrequirementsoas
to resene sufcient spacefor the systemsoftwareand
applicationitself.

A comprehensie framework for reprogrammingVSNs
would contain seseral componentsA builder at the base
stationis responsibldor producingupdatesandaninjector
injectsthem into the network. A codedistribution proto-
col (CDP)[33, 25, 17, 22] propagateshe updateghrough-
outthe network. In additionto beingresource-etient, the
CDP shouldguaranteghatall intendedtargetsreceve up-
datesin their entirety andwith low lateng. During code
distribution, nodesshouldbe ableto synchronizewith each
other to avoid concurrentexecution of incompatiblever
sionsof code.At therecipientnodes several servicesmay
beneededsuchasanauthenticatotto preventmaliciousup-
datesacheder to checkprogramintegrity andcorrectness,
abootloaderto rewrite the programmemory andarestoer
to triggerrecovery mechanismén the eventof afailed up-
date.At a higherlevel, adistributedversioncontmol system
will beneededo maintainversiontrees to facilitatecheck-
pointing and reverting to stableversionswhen necessary
Of thesecomponentsthe builder, theinjector, the CDPand
thebootloadearenecessaryrheothercomponentsnaybe
presenticcordingo availableresourcesndlevel of sophis-
ticationneeded.

In this paperwe presenta novel techniquefor updating
programbinarieson sensomodes We focusmainly on the
builder andbootloadelcomponentsThetechniques based
on two key ideas.First, the size of the updatescanbe re-
ducedif changesin applicationsare identi ed at the ap-
plication level. This allows us to preciselycapturedirect
changesasopposedo indirect changeshat occurdueto
semantidependencieamongprogramelementsThis sig-

ni cantly reduceghe size of the updatesthat mustbe dis-
tributedin the network. Second the task of updatingand
modifying binariescanbe partitionedbetweena basesta-
tion andsensomodestherebyreducingthe computingand
spaceoverheadatthe sensomodes.

We have implementedhe techniquefor the Mica fam-
ily of sensonodeq9]. Our preliminaryresultsindicatethat
theapproachloutperformsothre ashinganddiff-basedap-
proachessigni cantly. Updatesizesarereducedo 1.38%—
56.61%of updateggeneratedy diff-basedapproachesor
incrementathangesSection2 containsanoverview of ex-
isting approacheso reprogrammingWSNs. We describe
our methodologyin Section3. Section4 gives details of
ourimplementationandpreliminaryresultsareprovidedin
Section5. We discussa numberof openissuesandtrade-
offs in building a reprogrammindramework in Section6,
andconcludein Section?.

2. RELATED WORK

Mainstreansoftwaresystemsiaverepeatedlyproventhe
needfor adaptvity andextensibility. While the natureand
frequeng of changesmay differ in WSNs, software arti-
factswill changeafterthey have beendeployedin the eld,
anda carelessapproacho sofware evolution will resultin
short-lived applicationsin corventionalsystemssoftware
maintenanceccountsfor 60-70% of software cost [12].
About50% of this effort is perfectve,21%correctve, 25%
adaptve, and4% preventive [26]. Thus,a variety of work-
aroundssuchaswrappersandpatchedave beenusedto en-
ablemodi cation [11]. Thesesolutionsareunlikely to work
in the WSN domain,asthey usuallyresultin softwarethat
is bloatedfragile,andbug-ridden Variousapproachebave
beenproposedo addressheseproblems.

In SensorVdre [4], servicesare groupedinto theme-
relatedAPls with Tcl-basedscriptsasthe glue. Scriptslo-
catedat variousnodesusetheseservices,and collaborate
with eachotherto orchestratéhedata ow to assembleus-
tom networking and signal processingoehaior. Applica-
tion evolution is facilitatedthroughediting scriptsandin-
jectingtheminto the network. Maté [24] is a compactvir-
tual machinedesignedspeci cally for WSNs, built over
TinyOS [16] — a component-basedperatingsystemfor
sensomodes.Maté containsintrinsic supportfor applica-
tion codedistribution and codeupdating.Although virtual
machinesarepromisingassystemsoftwarefor WSNs,their
spaceand enegy overheadscan renderthem counterpro-
ductive. Both SensorVdreandMaté arelimited in thatthey
supportapplicationupdatesonly (by replacinghigh-level
scripts),anddo not permitthelowerlevel binarycode(e.g.,
systemsoftware) to be modi ed. Our approachto repro-
grammingallows arbitrarychangeso code,including sys-



tem softwareand, thus,cancomplemenimiddlevaretech-
niques.

Reijersand Langendoerj32] usea diff-basedupdating
schemefor WSNSs. Updatesare performedby retuilding
the modi ed application/systensoftware at the basesta-
tion, andgeneratinga diff of the modi ed executablewith
theoriginal. Thediff is usedto build aprogrammemoryedit
scriptwhichis thenpropagatethroughouthenetwork. The
sizeof the edit scriptis reducedhroughvariousoptimiza-
tions, someof which arearchitecture-dependeritongand
Culler[18] describea similar approactusingthe Rsyncal-
gorithm[35]. A drawbackof theseapproachess that up-
datesare essentiallystatelessas the diff algorithmis un-
awareof the applicationstructure.The sizesof edit scripts
arenotnecessarilgongruento theextentof adaptationbe-
causeeven smallchangesanresultin codeshifts that ne-
cessitatexing up several branchtargets(jumpsandfunc-
tion calls). Thus,theschemedoesnot alwaysscalewith the
sizeof the diff, andbeyonda certainpoint, evenre ashing
maybe preferableHowever, thesestudiescon rm theben-
e ts of usingdiff algorithms,andis the closesto ourwork
in existing literature.In additionto generatingdiffs to en-
codechangedo programmemory we reducethe effectsof
codeshift by containingchangego functionswithin a slop
region, asfaraspossible.

Impala[27] is alayeredmiddlewarearchitecturehaten-
ablesapplicationmodularity adaptvity and repairability
Its Application Updaterallows softwareupdatego be per
formedby linking in updatedmodules.However, the link-
ing capabilityis limited, andupdatesare coarse-graineds
cross-referencasetweemmodulesarenot allowed. The dy-
namically linked functionsare invoked indirectly through
a tableof function pointers,inducing a performanceover
head.Also, Impala is tagetedfor uncorventionalnodes
with considerableomputingresources.

The TinyOSdistribution includessupportfor single-hop
overthe-air reprogramming(XNP) [10] on Mica motes.
XNP and multi-hop reprogrammingschemessuch as
MOAP [33] rehuild the modi ed application,and trans-
mit the entireimage.This doesnot scaleto large networks
due to the enegy overhead associatedwith transmit-
ting images.Therecanbe signi cant lateng in reprogram-
ming on the Mica platform, becausehe entire image has
to be downloadedvia a low bandwidthradio link into the
slower external ash, prior to actual update.Also, eras-
ing and rewriting the entire programmemoryis slow and
enegy-intensve.

3. METHODOLOGY
3.1. Overview

To reducethe overheadin sendingbinaryimages,only
diff-lik e updatesaredistributed. Theseupdatesareencoded
into diff-scripts which are injectedinto the network. The
bootloademppliegpatchedy executingthescripts.Thisap-
proachalsoexploits thefactthattypical changego running
WSN applicationsarelik ely to be small.

Techniquesto generatediff-scripts can differ in their
awarenes®f the high-level aspectof the codebeing up-
dated.In purediff-basedtechnique$32], modi ed andun-
modi ed objectsarerelinkedtogetherasis donenormally;
if theapplicationwerebeingrehuilt. Diff-scriptsaregener
atedby feedingtheoriginalandrehuilt binaryimagesasin-
putto binarydiff algorithms(e.g.,suff [30] or bdiff [34]). A
drawbackof this approachs thatdiff-basedalgorithmsop-
erateatthebytelevel, andarenot concernedvith theappli-
cationstructure.This hassomeundesirablesffectsthat we
considerbelow.

In our approachye modify theobjectlinking procedure
itself to facilitatethegeneratiorof moreconcisediff-scripts
calleddeltas Thus,the applications structuralevolution is
notdetachedrom the patchingmechanismRatherit drives
the generatiorof deltas.The linking approactbettercon-
formsto theintuition thatreprogrammings essentiallyre-
linking andreplacingmodi ed modules.It retainsknowl-
edgeof programstructure andcanenforcea certaindisci-
plinein softwareevolution.

Ignoring the programstructurecanhave an adwerseim-
pacton the costof programmemoryrewriting at the node,
andcanprecludevariousoptimizationghatwe discusdater.
The programmemory containedin most microcontrollers
in currentuse in the WSN domainis realized through
ash memorytechnology This is the newer generatiorof
ash memorythatprovide self-programmingapability Al-
though ash memoryhasits advantagesteprogrammingds
not straightforvard, and can only take placeat the granu-
larity of a page.Thus,evenif only a few bytesin a page
needto be altered,the entire pageis bufferedin SRAM
and modi ed. The ash pageis erasedand the modi ed
pageis transferredrom SRAM to ash. In additionto the
lateng in copying datato and from the buffer, the actual
eraseand rewrite operationsare slow and power hungry.
Anotherpotentialproblemis that ash pageshave a cycle
limit for erasingandrewriting. Ideally, if anapplicationre-
quiresself-programmingit shouldenforcecycle-leveling’.
Table 1 highlightsthe relevant propertiesof a typical ash
memoryunit containedn the Atmel ATMegal28microcon-
troller [2].

2 Cycle-leveling (or wearleveling) is the technicalterm for wearing
down all ash pagesasevenly aspossible.



MemorySize 128KB

PageSize 256bytes

ReadLateng 3 CPUcycles/byte

Write/Eraselateng 3.7-4.5ms/page

Write/EraseCycleLimit | 10,000

ProgrammingCurrent 2-3mA atVe, =3V
5-7mA atV, =5V

Table 1. ATMegal28 Internal Flash Memory
Characteristics.

Thus,anef cient reprogrammingystenshouldnotonly
reducecommunicatioroverheadoy transmittingincremen-
tal patchesbut it should also ensurethat the amountof
ash rewriting at the recipientis minimized. While diff-
scriptsgeneratedby diff-basedapproacheseduceransmis-
sion overhead,they cannotby themseles guarantedow
overheadn rewriting the ash. Thisis adirectconsequence
of beingdetachedrom the higherlevel aspect®of applica-
tion evolution.

Considemasetof functionsf , g, andh laid outin ash as
shavnin Figurel. Functionf invokesg andh. If g is up-
dated therearetwo interestingpossibilities— growing and
shrinking.Wheng shrinks,all the codebelow it is shifted
to lower addressesThus, even thoughh (and otherfunc-
tions below it) do not changein their content,they need
to be shiftedto their new locations.If thereare ary calls
to thesefunctions(e.g.,thecall to h from f ), the targetsof
thosecall instructionsneedto be patcheddy re-applyingthe
correspondingelocationentries. Basicdiff-scriptscontain
copy andinsert (oradd) instructiong5]. Copy instruc-
tions specifya region of the original, thatcanbe copiedto
the modi ed version.Insertinstructionsare usedto intro-
ducethe actualchangedetweerthe two versions,andare
thereforeargerthancopy instructions.

In thisexample,copy instructionscouldbeusedto slide
codeto loweraddressestartingwith functionh). However,
insert 'swill berequiredfor patchingcallsto any func-
tionthatfollowsg (e.g.,thecallto h fromf ), asthesefunc-
tions arerelocatedUpdatingg's implementatiorwill also
requireinsert 's(andpossiblya few copy 's). The boot-
loaderwill have to rewrite pagesl5 onwards,dueto code
shift. Page 14 alsoneedsto be rewritten to updatethe tar-
getof thecallto h.

Expandingg hassimilar repercussiondf g remainsthe
samesize,diff instructionsaregenerateanly to modify the
region it occupies Copy instructionswill be generatedor
therestof the ash. We noticethatalthoughthe diff-scripts
can be small, several pagesof ash needto be rewritten.

3 Relocationin linking teminology is the procesf bindingreferences
to absoluteaddresses.

- Initial layout Function g shrinks Function g grows
&
[
12 Function f 12 Function f 12 Function f
13 13 b
rt/
___calg | __callg_ | e | .___calo | 'tp
copy T
14 callh callh - callh
Function g Function g Function g
15 5 -
,,,,,,,,,,,,,,, Functionh ____|
16 -
Functionh | ) )| |
17 -
3 Function h
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, S
18 o
8
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, S
19 9
1 1] 1

Figure 1. Pure diff-based approach. Tabs in-
dicate whic h pages are rewritten.

- Initial layout Function g shrinks Function g grows
&
[
12 Function f 12 Function f 12 Function f
1 13 1
o calg | o calg | o calg |
14 callh 14 callh 14 callh
insert/ insert/
15 copy 1! copy
Function-g----- | Functiong-- | }} Function-g-----
16
17 17
18 18
19 Function h 19 Function h 19 Function h
20 20 20
21 21 21
22 22 22

Figure 2. Incremental linking approach. Slop
space is hatched, and tabs indicate which
pages are rewritten.

In otherwords,the sizesof the diff-scriptsareinconsistent
with the extentof actualadaptation.

Ourapproaclis to modify thelinking procedureto func-
tion in anincrementaffashion.By doing so, we minimize
the costsof transmissiorand ash rewriting. Flashrewrit-
ing is reducedby ensuringthatasfar aspossible functions
that do not changeare not shifted. Additionally, functions
are provided with a slop region [31] to grow without run-
ning into anotherfunction. If a function attemptsto grow
beyond its allocatedslop region, it is relocatedto a larger
region, with additionalslopspace.



To illustratethe incrementalinking approachgconsider
the earlierexample.Thelinker is modi ed to provide slop
spacefor eachfunction. Figure 2 shaws the effect of g
shrinking and growing by small amounts.The slop pro-
vides spacefor g to grow, and no codeneedsto be relo-
cated.Thus, no call targetsneedto be updated.The only
pagesthat needto be rewritten are dueto the insert 's
andcopy 's necessaryo updateg.

In addition to reducing ash rewriting, the delta is
smaller and the memory required for rehuilding the
ash memory is less. Figure 1 doesnot shav this de-
tail, but in current diff-based approachesjnsert in-
structionsare usedto edit the original image or add new
data,and copy 's are usedto copy all the unmodi ed re-
gions. Thus, the entire ash is rehuilt in a temporary
buffer (suchasthe EEPROM or external ash), andmodi-
ed pagesarerewritten. Somediff formatsprovide a win-
dowing mechanism[21], which allows for a smallerbuffer
by working with small segmentsof the original. In our in-
crementallinking approach,diff instructionsare gener
ated only for the modi ed pages,and only those pages
needto be buffered.Utilizing page-sizedvindows canre-
duceor eliminateexternal ash memoryrequirementdy
working with smallerbuffersin SRAM.

3.2. Link ersand loaders

Although hardware featuresand languagerelated id-
iosyncraciesnake linkerscomple« programsin principle,a
linker'staskis simple— it bindsabstrachamedo concrete
values[23]. A linker combinesobjectmodules(relocatable
object les) andrun-timelibrariesinto asingleloadmodule.
It assignsaddresseso symbols,resohes cross-references
betweenmodules,and lays out sections.Laying out sec-
tions cannecessitatéherelocationof input sectionsLink-
erstypically maintainlarge datastructuresto storeinfor-
mationsuchas symbolsexportedby input objects,reloca-
tion entries,etc. Linkersfunction mainly at compile-time,
althoughsomelinker relatedactiities (including dynamic
linking) take placeat run-time.

Loadersare primarily responsiblefor loading the pro-
graminto mainmemoryfor execution.Loaderscanbe ex-
tremely complex if specialhardware featuresare needed.
However, mostsensomodesdo not usesuchfeaturesand
programsare typically loadedonceinto ash, prior to de-
ployment.A morecapablemicrocontrollerwith secondary
storagewould requirerun-timeloading(andsometimese-
location)to load the programfrom secondarystorageinto
mainmemory Theboundanbetweerinkersandloaderss
fuzzy, andtheir activities sometimeoverlap.

3.3. Remoteincrementallinking

An incrementallinker relinks only thosemodulesthat
have changedsincethe last passof linking. Therefore,it
needsto maintain additional information aboutthe input
objectsandtheir constituenfprogramelements While the
traditionalobjective of incrementalinking is to reducethe
edit-recompile-relinkcyclelateng to improvedeveloperef-
ciency [31, 29], our goalis to reducetransmissionand
ash rewriting overheads.

Using a linking mechanisnraisescon icts with there-
guirementsoutlinedearlier Resourceawarenesganbe vi-
olated, becausethe linker can require considerablecom-
puting resourcemandmemory Linking requiressymbolta-
bles and other datastructureswhich can be too large for
resource-constrainedode$. The low overheadrequire-
mentcanalsobe compromisedecausavirelesstransmis-
sion of symboltablesnecessaryor linking andthe object
les themseles,will beslow andenegy-intensve.We ap-
proachthis problemby linking remotelyat a morecapable
device suchasthe basestation,andgeneratingsmall deltas
which arethendistributed.

4. DESIGN AND IMPLEMENT ATION

We have extendedthe AVR port of the GNU linker, to
performincrementalinking. Thisrequiresheuseof theBi-
nary File DescriptorLibrary (libbfd) [7] to manipulateob-
ject les in a genericfashion.libbfd is usefulfor working
with variousbinaryformats,andprovidessuitesof routines
for performinglinking relatedactiities suchasrelocating
sectionsandmaintaininghashtablesfor symbolresolution.
It alsomakesportingto othertargetseasierby workingwith
objectsusinganinternalcanonicafrepresentatiorgndwrit-
ing out processedbjectsin standardormatsusingsuitable
baclends.

Our target platform is the Mica2 mote originally de-
velopedby the UC Berkeley researchgroup[9]. Applica-
tions arewritten in C, andELF object les arebuilt using
the AVR port of the standardGNU binary utilities. Link-
ing takes place at the basestation, which recordsinfor-
mationnecessaryor future incrementalinks in local data
structuresThe programimageis then ashed ontothe de-
vice. At run-time, applicationupdatestrigger incremental
linking. Deltasaregeneratedandtransmittedo the device
throughthe wirelessor serial link. Before describingthe
linkerin detail, we highlight the hardwarefeatureshat af-
fectthelinker's functioning.

4  Symboltablesandotherauxiliary datastructuref typical object les
occuyy 45-55percenbf the le.



4.1. Mica2 summary

Berkeley motesarepopularsensomodesjn useby over
100researctorganizationg15]. We usethe Mica2 for our
work, but the implementationis portableacrossthe Mica
family. Thesemotesareconstructedrom off-the-shelfcom-
ponentsThe centralmicrocontrollerunit (MCU) is the At-
mel ATMegal28[2], whichis responsibldor computation,
and coordinatingsensingand communication.A 512KB
external ash unit (AT4DB041B)interactswith the MCU
throughthe serialinterface,andis intendedto storesensor
data,andprogramimagesduringreprogramming.

Atmel ATMegal28: The ATMegal28contains128KB of
self-programmabl@rogrammemory( ash), 4KB of inter-
nal SRAM, and 4KB of internal EEPROM. Reprogram-
ming is complicatedby the Harvard architectureand the
inability to executemachineinstructionsfrom SRAM. The
ash memorycharacteristicaveregivenin Tablel. Figure3
shavsthelayoutof ash (aswe have con guredthe MCU)
andSRAM memoriesFlashis separateéhto two mainsec-
tions— the applicationsectionandthe bootloadersection
(BLS). Their relative sizescanbe con gured by fuse bits
onthe MCU. Also, thetwo sectionscanhave differentlev-
els of protectiondependingon the settingof certainlock
bits. The spm instruction,which rewrites ash pagesis en-
abledonly in the BLS. Usingthis instruction,a bootloader
canmodify ary partof the ash, includingitself. Flashis
alsoseparatedhto the Read-While-Writg RWW) andNo-
Read-While-Writ NRWW) sectionsThis allowsthe ash
to provide true read-while-writeoperation.As long asthe
RWW sectionis beingreprogrammedhe NRWW section
canberead.Any attemptto readcodein the RWW section
during reprogramminge.g.,by a call /jmp/lpm) might
resultin an unknown state.lf the NRWW sectionis being
reprogrammedthe CPU is halteduntil reprogrammings
complete.

By locatinglessvolatile critical codein the NRWW sec-
tion, and more volatile applicationcodein the RWW sec-
tion, it is possibleto allow critical functionsto continuedur-
ing a lengthy reprogrammingphase.This is why we have
to shift the interrupt vector table to the NRWW section.
The default location (0x0000 — 0x0044 ) would neces-
sitatedisablinginterruptsduring reprogrammingThe data
initializationregionis describedn Section4.2.

The rst 256bytesof SRAM areresenedfor systenreg-
isterssuchas|/O registers,generalpurposeregisters.The
layoutof .data , .bss , the heapandthe stackis similar
to corventionalSRAM organization.To dealwith updates,
therearedifferencesn how variablesarelaid out within the
.data and.bss sectionsThisis discussedn greaterde-
tail in Sectior4.2.

Address Address

(word) FLASH (byte) SRAM
$0000 Application Section %))E)s?(e)m
Reqgister Spack
$0100 .data —Jata_start
_|data_end
bss_start
% .bss T
bss_end
% —heap_start
S heap
g
=]
'
'
Critical
$000 F = = = ~ e Code $10FF stack
$F800 - % Interrupt Table extﬁr;ra:szﬁf\ M
_Boot Loader Sﬁe /@F/B’oo-sFaM) ‘
[ — |
-------- | @ =Bootloader [
$FAQ0 SRAM Map 2
(data initialization) 5
$FFFF E

Figure 3. ATMegal28 memories.

Boot process:When a fully linked executableis pro-
grammedonto the device, valuesof initialized data in-

cluded at the end of the object are also storedin ash.

When the MCU is reset, initialization code sets up
the stack and copies these values to the run-time ad-
dressof the correspondingariablesin the .data section
in SRAM. After this, the.bss sectionis clearedandcon-
trol jumps to the applications function main . The data
initialization region normally follows the .text  sey-

ment. However, when we updatea module or add a new

one and possiblyintroducenew initialized data,their val-

uesneedto be appendedo the datainitialization region.

Unlessthereis enoughslop space this can causesubse-
guentcodein the .text  segmentto shift. Therefore we

movedthis region to the endof ash andmaodi ed theini-

tializationcodeaccordingly

4.2. Implementation details
Remoteincrementallink er

To provide remote linking services,the base station
needsto manipulateandlink togethemelocatableELF ob-
jects[8]. Fromalinker'sperspectie,anELF le consistof
asetof logical sectionglescribedy a sectionheadetable.
Correspondingectiondrom variousobjectsin thelink are
laid outconsecutiely in anoutputsegmentin theloadmod-
ule. Thus,the nal executableconsistf a setof sggments
whicharecomposedf processedectiongpulledfrom var-
iousobjects.Typical ELF sectiondnclude.text ,.data |,
.bss ,.symtab (symboltable),.rel*  sectionsontain-
ing relocatiorentries andsectionsontainingnetadataise-
ful for delugging.Thebasestationalsoneedgo recordaux-



Function f Function j

cath | | | SRAM Map
Function-g----- Function g----- |
Function h $FAOO[™ 1\ gata_sections
777777777777777777777777777777 data_address

- - - — n bytes
Funetion i -~ Function i ----- data values
¥ ¥

n_bss_sections

bss_address

call j n bytes
Delete h, add j, l

modify h, replace
call to h with call
toj

——————————————— SFFFF

Figure 4. Updating ash; data initialization re-
gion layout.

iliary information. It maintainsa map of the programand
datamemoriesof thenodesn orderto allocatespaceor in-

crementallyaddedentitites.It alsokeepsts own symbolta-

ble for resolvingreferencesrom modulesthat may added
in thefuture.Symboltableentriesincludeinformationsuch
assize,run-timeaddressegsunctionandvariabledependen
cies,andslopspaceallocatedo functions.

In ourimplementationupdatesare pushedy the appli-
cation programmerafter changesare madeto the applica-
tion. Changesouldintroducenew symbols,andmodify or
deleteexisting ones.We now describehe procesf updat-
ing sectiongn ash andSRAM.

Flash: Modifying symbolsin the .text  region (e.g.,
functions, constant data) is complicated by the intri-
cacies of ash rewriting. Consider the example given
in Figure 4, which outlines some possible modi ca-
tions. A node s initially deplogyed containinga module
M that includesfunctionsf , g, h andi . During the ini-
tial link, dependencie¢e.g.,f calls h) and other meta-
datasuchas function size, slop space,symbol addresses,
etc., are recorded.At run-time, M is altered by delet-
ing function h, and replacing it with the global func-
tion j . Whenh is deleted the incrementalinker analyzes
its dependencieg-unctionsthat dependon h becomein-
consistentand relocationentriescorrespondingo h (i.e.,
reference$o h) aredeletedrom thedependengdatastruc-
ture. In this example, to presere consisteng, function
f is modied, and it calls the newly introducedfunc-
tionj .

The incrementalinker implementsa memorymanager
thatallocatesanddeallocatesash for functions.Themem-

ory manageralso managesallocationand deallocationof
SRAM to variables.The generalsequences to have the
linker's memory managerdayout the .text  and.data
segmentsandthenperformrelocatiorto resolhereferences.
The spaceoccupiedby h is freedto the managerFunction
h is relatively small,andg's slop spaceis limited. In this
casethe managemllocatesthis spaceto g's slop. Alterna-
tively, the spacecanberesenedfor useby a function that
maybe addedn thefuture.

In thisparticularexamplef growsbeyondits slopspace.
Whena function grows beyond its slop space yvariousop-
tions are evaluated.One option is to shift functionf to a
freshregion of ash with additionalslop. Anotheris to at-
temptto shift oneor morefunctionsthatfollow (g andh)
into their slop regions,sothatf 's slop spaceis increased.
Doing so may be helpful if there are more referencedo
themodi ed functionthanto thefunctionsthatfollow. The
linker selectsthe stratgy that minimizes the number of
pagedo berewritten.

In this example,thelinker placesj atf 's old location.
After nalizing thelocationsof symbols,it reappliesrelo-
cationscorrespondingo functionsthathave shifted.For ex-
ampleall callstof areupdatedwith its new addressFunc-
tionf itself containgelocationentriessuchasthereference
toj thatneedto be applied.The newly introducedfunc-
tionj maycontainreferenceso externalsymbolssuchasg
orvariablesn .data . Thelinkerappliesrelocationentries
correspondingo thesereferencen thetraditionalmanner
When updatinginterrupt handlers the interrupt vector ta-
ble mayneedto beupdatedaswell. If theinterrupthandler
shrinksor remainghesamesize thenaroutinefunctionup-
datecanbecarriedout. However, if it growsbeyondits slop
spaceandis relocatedijts address$n theinterruptvectorta-
ble needdo be x ed.Interruptsaredisabledduringthis op-
eration,sincethetableresidesn the NRWW section.

SRAM: Modules with updatedfunctions may alter the
variableshatthey de ne. Variablescould be deleted over-
ridden, or newly introduced..data variablesare explic-
itly initializedby theprogrammeywhile .bss variablesare
clearedo zero.Corventionallinkersstoretheinitial values
of .data variablesafterthe .text sectionin ash, and
initialization code(__do_copy _data ) copiesthesevalues
to the actual locationsin SRAM, and clears out .bss
(_do_clear _bss). Thisapproackcanbe problematidoe-
causeif updatesadd new code,they will be placedim-
mediatelyafter the datainitialization section.Furtherup-
datesthat introducenew initialized variableswill necessi-
tateshifting thatcode.Thus,we have modi ed the corven-
tional approachio accomodatéhe possibility of updates.
The last 3KB of ash is usedasa memorymap of the
SRAM. With this spacewe cannotmapthe entire 4KB of
SRAM, but it is sufcient to map.data and.bss sec-
tions of typical proportions.It is also possibleto usethe



4K internal EEPROM or a portion of the external ash to
mapthe SRAM. Figure 4 shaows the generallayout of the
datainitialization region. The rst byte indicatesthe num-
ber of datasectionsthat needto be initialized. Eachsub-
sequentsectionis speci ed by the addressn SRAM, the
numberof bytes,andthedatavalues After resettheinitial-
ization codeiteratesthroughthesesectionsandcopiesthe
datato the speci edaddressed heformattingof the .bss
sectioninitializersaresimilar, but thedatavaluesarenotin-
cludedsince.bss variablesareclearedo zero.

When a variable is deleted,the spaceit occupiesin
SRAM s freedto thememorymanagerThedatainitializa-
tion region doesnot needto be changedThe earliervalue
is still copiedby theinitialization routine,but is notusedby
the application.If a moduleintroducesnew variables,the
memorymanagerllocatesspacein SRAM (in .data or
.bss dependingn thevariablede nitions), andtheir ini-
tial valuesareinsertedinto the datainitialization region of
ash. If avariablede nition is overriddennew spaceneeds
to beallocatedf thesizeof thenew de nition is largerthan
the old de nition. Otherwise,the new de nition cansim-
ply be placedat the location of the earlier de nition, and
the excessspaceis freedto the memorymanagerThe data
initialization tablein ash is editedto incorporatethe new
value.Whenthe bootloadeidetermineshatthe datainitial-
izationtableneedsediting, it disablesnterruptsasnecessi-
tatedby any updateto the NRWW section.

Delta generation

After linking, we feedtheoriginal ash imageandpages
of the reluilt image, asinput to a binary diff algorithm.
We usethe Xdelta algorithm[28] to generateconcisediff-
scriptscalled deltas.The target window sizeis setto the
pagesize,sothatdeltasaregeneratenly for pageghatare
modi ed. Thisalsoallowsupdateto beappliedatthegran-
ularity of a page reducingtheamountof temporarystorage
neededo storeimagesbeforethey canbe applied.This is
asigni cant advantageover otherscheme$18, 32] thatre-
quire upto twice the amountof programmemoryin sec-
ondarystorageo rekuild the entire ash imagebeforewrit-
ing it to theprogrammemory

Thedeltais encodedisingthe VCDIFF format[21]. The
VCDIFF format allows the useof ary diff algorithm,en-
codediffs compactlyin a portablemannerandis designed
for ef cient decodingln additionto copy andadd instruc-
tions, it providesarun instructionto encodea continuous
run of a byte, an opcodetable to compactlyencodefre-
guently occuringpairs of copy 's andadd's, and address
cachedo reducethelengthof addressethatneedto be en-
codedfor copy instructionsXdeltasupportotherfeatures
thatwe disable For example theresultingdeltacanbecom-
pressedurtherby asecondancompressofe.g.,bzip2).

Bootloader

When the nodereceves a delta, control is transferred
from the applicationto the bootloaderBy usingthe read-
while-write capability it is possibleto pipeline communi-
cationandreprogrammingWhena deltais receved, it is
loadedinto a buffer. The deltais theninterpretedandthe
updatedpageis retuilt in a secondouffer. After the pageis
retuilt, thebootloademritesthepagebackto internal ash.
Rewriting apageinvolvesconsiderabléateng. By locating
codeimplementingcommunicatiorin the NRWW section,
thenext deltacanbedownloadedandinterpretedn the rst
buffer, while the previouspageis beingwrittento ash. Af-
terall thedeltasarerecevedandapplied,thebootloadere-
setsthe MCU.

Memory management

Our currentimplementatiorprovidesa simple memory
managerwith a x ed allocation and deallocationpolicy.
Slop spaceis allocatedin linear proportionto the size of
functions.ldeally, slop spaceshouldbe allocatedaccord-
ing to a function's volatility [31]. This could be deter
mined throughpro ling changedo the application,prag-
massuppliedby the programmeyor a combinationof these
approachesProviding too much slop will wastememory
while toolittle slopcancauserequentrelocations.

Themanagerttemptdo service ash allocationrequests
suchthatall regionsof ash areused.To do this, it keeps
track of ash usagewith the help of a circular buffer,
andunidirectionallytraverseshe buffer whenrequestsare
serviced.Deallocatedchunksare returnedto the circular
buffer.

After severalupdates,ash andSRAM memorymaybe-
comefragmentedandit may be bene cial to compactdis-
contiguousegions.Compactiors expensve becausef the
large amountof copying andrewriting necessaryT he task
is complicatedeven further becauseshifting code or data
segmentsaroundrequiresreprocessingf relocationentries
— if thesereferenceghangethe pageshey arecontained
in needto be rewritten. At a certainstage falling backto a
onetimere ashing,or rekuilding theapplicationandapply-
ing a diff to theentire ash memorymaybebene cial. Cur
rently, we do not do any compactionasthis becomesnis-
sueonly afterseveralupdatesareperformed.

5. EXPERIMENT AL EVALUATION

In this section,we provide preliminaryresultsof using
ourincrementalinkerin tandemwith the Xdeltaalgorithm.
We comparedthe performanceof incrementallinking
with a pure diff approachand with whole systemrepro-
gramming (WSP), for casesranging from changingcon-



Expt. Application Initial binary | Final binary New Modied | Deleted
size(bytes) | size(bytes) | functions | functions | functions
I Blink toBlink (changeconstant) 5688 5688 0 1 0
Il CntToLedsAndRfm to CntToRfm 28268 27092 0 3 24
11 CntToLedsAndRfm to CntToLeds 28268 6600 0 4 198
v CntToRfm to CntToLedsAndRfm 27092 28268 24 4 0
\Y Blink to CntToLedsAndRfm 5688 28268 221 4 6
VI CntToLedsAndRfm to Blink 28268 5688 6 3 221
VIl TOSBaseto SecureTOSBase 26730 46420 79 9 4
Table 2. Upgrade scenarios.
Expt. || WSP PureDiff (Xdelta) Remotelncremental.inking
File Delta | cpy | add | run | Super Delta cpy | add | run | Super Pages
(bytes) || (bytes) ops. || (bytes)| % Diff opcodes| rewritten
I 5688 27 2 1 0 0 27 100.00| 2 1 0 0 1
Il 27092 || 6370 | 760 | 430 | 1 153 88 1.38 6 3 0 0 3
I 6600 2398 | 249 | 151 | 1 56 145 6.05 14 9 0 2 5
v 28268 || 6639 | 826 | 452 | O 165 678 10.21 | 105 | 47 | 7 19 10
Vv 28268 || 11839 | 1376 | 694 | 2 341 || 10846 | 91.61 | 1784 | 710 | 30 273 128
VI 5688 2365 | 246 | 148 | 1 42 264 11.16 | 28 17 | 4 1 7
Vi 46420 | 16882 | 2186 | 1018 | O 549 9557 | 56.61 | 1444 | 611 | 14 299 121

Table 3. Delta sizes with incremental linking, pure diff and WSP.

stants,to major upgrades.Table 2 summarizesthe up-
gradescenariosve consideredAll the applicationswere
taken from the examplesin the TinyOS distribution. The
initial and nal binary sizeswere obtainedby compiling
the applicationswith compiler optimizationsturned off,
and without ary function inlining. The C les generated
by the nesCcompiler[13] weremodi ed directly, to cre-
atepatchedetweerapplicationsThe original applications
andthe patchesverethenincrementallylinked, anddeltas
were generatedBlink  to Blink is the simplestexper
iment which involves changingthe blink rate constant.
The applicationpairs consideredn experimentsll, I, 1V
andVI requiredminor changesat the applicationstructure
level, addingor modifying only a few functions.Blink  to
CntToLedsAndRfm is a major upgradewhich involves
the addition of 221 new functionsand modi es 4 exist-
ing functionsin Blink . SecureTOSBase is a TinySec-
aware[20] TOSBase, andis amorepracticalexampleof an
incrementakhange TinySecprovidescryptographidunc-
tions,andmakeschangego the TinyOSradiostackto redi-
rectbytelevel radioeventsto the TinySecM module.

Table3 summarizeshe characteristicef the deltaspro-
duced.All the experiments,with the exceptionof exper
iment |, have to dealwith code shifts that resultin large
deltasizesfor the purediff andWSPapproachedn theab-
senceof codeshift, theincrementalinking andpurediff ap-

proacheyield identicaldeltas However, whenthereis code
shift duringanincrementabr amajorupgradethe purediff
approactperformspoorly. Deltasproducedby incremental
linking rangefrom 1.38%—-56.61%f thesizeof deltaspro-
ducedby the purediff approacHor incrementathanges—
thatis, whenfunctionalityis addedto or removedfrom an
existing application.For a major upgrade(experimentV),
incrementalinking producesa deltathatis 91.61%o0f the
sizeof the correspondingurediff delta.

Thus,by containingcodeshiftswithin slopspacessfar
as possible,incrementallinking yields signi cantly more
concisedeltas.The smallerdeltasenablecodedistribution
to take placerapidly andmoreef ciently , reduceghe num-
berof pageghatneedo berewritten,andreducegshe mem-
ory resourcesequiredattherecipientnodes.

6. DISCUSSION

Developingasuitableframewvork for reprogrammings a
multifacetedundertakingandwe describesomeoptimiza-
tions and additional featuresthat needto be considered.
The purposeof this discussiors two-fold. First, it suggests
gualitatve measuredor evaluating reprogrammingtech-
nigues.Secondwe hopeto motivatemuchneededesearch
alongthesedirections.



Remotevs. local linking: Performinglinking at the base
stationalonehassomedisadwantageskirst, thelinkerneeds
to maintain stateinformation for all nodes.Additionally,
deltasthataretransmittedmay be node-speci csincelink-
ing is doneat the basestation.Not all nodesare going to
have identicalmemorymapsandmodules leadingto se/-
eral patchessentacrossthe network for eachupdate.This
cancongesthenetwork, andalsoleadto signi cant enegy
drain.

Shifting all the functionality of the linker to the sen-
sornodeis not practical.Relocatablebject les with large
symboltableswill needto be transmittedat a high costto
nodes,and storedin the limited memoryavailable. Addi-
tionally, librariesfor performinglinking cannotbe loaded
into the nodes.The advantagein local linking is that the
object les distributed by the basestationwill be more
portableacrosshe sensodevices,becaussymbolsarenot
boundto addresses.

An intermediatesolutionwould beto distribute partially
linked modules,which resohe and discardsymbolscom-
monto all nodes but retainnode-speci csymbols.It may
alsobe usefulto employ a dedicatechigh-endnode,to per
form proxylinking for morelimited nodes.Suchnodescan
recevve a partially linked (possiblycompressedjleltafrom
the basestation,decompresst if necessarylink it for a
numberof nodesin the neighborhoodand transmitnode-
speci c fully linkedpatchedocally.

Memory management: Thememorymanageis a critical
componenbf theincrementalinker, asit effectively drives
the placementf newly introducedvariablesandfunctions,
by servicing memory requestsfrom the linking routines.
Sincethe linker interactsconsiderablywith both program
and datamemory managementsomeof its functionality
hasto be placedat the basestation,to avoid overheadin
communicatingvith a memorymanageiat the node. Still,
a lightweight memorymanagemay needto communicate
somenode-speci cstateto the basestation. The memory
manageshould:(i) minimize changedo internal ash, in-
ternaleepromandexternal ash, asthesemodi cationsare
slow and enegy-intensve; (ii) allocatespaceand slop for
symbolsintelligently, accordingo their usagepatternsand
(iii) usethe ash uniformly for evenwear

Since ash rewriting is costly, frequentlychangingfunc-
tions, or functionsthat are closelyrelatedshouldbe colo-
cated as far as possible.Our current allocation scheme
attemptsto service allocation requestsacrossthe en-
tire rangeof ash, but doesnot guaranteecyclic-leveling.
Cyclic-leveling and minimizing writes to ash are con-
icting requirements,becauseour stratgy in reduc-
ing ash rewriting is to avoid having to relocatefunctions
thatchangdrequently Thus,thosefunctionswill berewrit-
ten in place several times. However, the cyclic-leveling
requirements not ascompellingasthe needto reducere-

programmingpecausenost ash unitscantolerateat least
10,000erase/rerrite cycles per page.A sophisticatedap-
proachcould utilize static analysisand/orrun-time pro I-
ing to predictor report suchusagepatternsto the linker,
so that it can lay out symbolsand sectionsmore opti-
mally. Heuristicscould be developedto anticipatethe na-
ture of updatesfor further efciency. For example, the
amountof slop spaceto allocateto a function depends
on how likely the function is expectedto change.Addi-
tional researchs requiredto develop costmodelsfor com-
munication,computationand reprogrammingash mem-
ory. This could be usedto analyzethe effect of application
behaior and model incrementallinking as an optimiza-
tion problem with minimizing the size of deltas, and
reducing communicationand ash rewriting as the ob-
jective functions. Sensitvity analysis could be applied
to study the effects of memory allocation, slop manage-
ment,etc.,on linker performance.

Safety and reliability: Security and fault toleranceare
critical, but dif cult to provide in the presenceof an up-
datemechanismAn updatefacility canpotentiallyopena
doorthroughwhich roguecodecouldbedistributedto crip-
ple an entire network. Thus, authenticationschemesand
secureandreliable communicatiorchannelsneedto be in
placeto enablesafe updatesUpdate protocolsshouldbe
robustto localizedfailuresor securitybreachesn the net-
work. In general securityandfault tolerancan sensomnet-
works shouldbe basedlargely on the scaleof the system
andonredundanciethatmake thesystenreliableandsafe.
For example, privileges should be revoked from compro-
misednodesandtransferredo trustednodesto containary
anomaliesHardwarefeaturexouldbedevelopedto protect
againstmalicious updates.The ATMegal28for instance,
hasa minimal memoryprotectionsystemLock bits canbe
con guredin softwareto lock thememoryto preventrepro-
gramming.However, with physicalaccesgo the devices,
the serialor parallelprogrammingnterfacecould be used
to unlockmemory

Softwareupdateshouldalsobechecledfor correctness.
It is possibleto enforcesimplerulesfor maintainingconsis-
teng. In general,updatingsymbolsshouldbe re ected in
changesn all referenceso thosesymbols.For example,if
afunctionreturninga byteis modi ed to returnaword, the
caller shoulddealwith this changeaswell, to avoid stack
corruption.Although detectingsuchinconsistenciess not
always straightforvard, it would be usefulto triggera roll
backto asafestatejn caseof incorrector failedupdatesBy
keepingachainof deltasatthebasestation reversepatches
canbe pushedo the network, andappliedby nodeswhen
needed.

Qualitati ve measures: In additionto the propertiesof un-
intrusiveness,low overheadand resourceawarenessup-



date mechanismgan vary in scope dependingon what
layers of the software architecturecan be affected. Dy-
namically updatingsoftware componentsat higher layers
(e.g.,Maté bytecode)s in generakasiethanupdatinglow
level softwarewhich entailslinking andbinaryediting.Up-
datemechanismsanalsovaryin theirgranularity, depend-
ing on the unit of adaptationCoarse—grainedpdateseg.
wholesystenreprogramminggarestraightforwardto imple-
ment, but expensie in termsof communicationoverhead
and binary managemenat the source.More ne-grained
updategeg. procedureor statementevel) arebettersuited
for the WSN domain,but are more challengingto imple-
ment.Finally, updatesmay proceedat variouslevels of in-
terference A goodupdatemechanisnshouldminimizein-
terferenceo the runningapplication,andat the sametime
meettheintentionsof the programmerin Sectiord, we de-
scribedhow critical taskscouldcontinueevenduringthere-
programmingphaseDependingon the scopeof theupdate,
it may be possibleto simply suspendhe applicationmo-
mentarily and resumeexecutionat the end of reprogram-
ming. For major upgradesa resetis necessaryln some
casesjf the context of executionand the updateare mu-
tually exclusive, executioncould continuein parallel. To
ensurethatupdatesand applicationexecutiondo not inter-
fere, precautionaryproceduresuchas stackanalysismay
be necessaryto ensurethat functionsor variablesthat are
beingupdatedarenotactive.

7. CONCLUSION

Incrementalinking reducegheamountof codeshift and
therebyreduceghe differencebetweersuccessie versions
of code.Generatingdeltaswith the Xdelta algorithmand
encodinghemcompactlywith the VCDIFF format, further
reducegransmissiorcosts.Theapproachmaybeusedwith
ary differencingalgorithmandencodingschemebut those
that belongto the copy/insertclassof algorithmssuchas
XdeltaandRsync arebettersuitedfor transmissiorthanthe
insert/deleteclassof algorithmssuchasdiff. While whole
systenprogrammingmaybejusti able for majorupgrades,
our approachaddressean importantclassof incremental
updatestypically obsened after deploying WSN applica-
tions. Although our implementatioris tailoredto the plat-
form we use,the methodologymay be appliedto mostem-
beddedplatformswith similar constraints.
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